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Topic 1: Post-quantum Cryptography

• What is post-quantum cryptography?

• Why do we need post-quantum cryptography now?

• What is the status of post-quantum cryptography?

• What can we do further?
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Topic 2: Fully Homomorphic Encryption

• What is fully homomorphic encryption (FHE)?

• What can we do with FHE?

• How could we achieve FHE?

• What is the status of FHE?
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Our aim

• We do not aim to know all the constructions, and security proof of these 
topic.
• We try to understand their status and recent development.

• Each of them is a BIG topic and deserves an individual course. 
• Due to their importance, I can not ignore them in this lecture.
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Post-quantum Cryptography
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Symmetric-key cryptography

Internet

M

Adversary

Alice Bob

Enc C Dec

M / ⊥

Enc : encryption algorithm (public)

Dec : decryption algorithm (public)

K K

K : shared key between Alice and Bob

How to achieve this??

𝐶′No integrity
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Achieving integrity: MACs

InternetAlice
Bob

Adversary

K K

Tag
M, T

Vrfy

M / ⊥

Tag : tagging algorithm (public)

Vrfy: verification  algorithm (public)

K : tagging / verification key (secret)

M
T
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Public-key Encryption

Internet

M

Adversary

Alice Bob

ℰ C 𝒟

M / ⊥

PK SK

Enc: encryption algorithm (public) PK : public key of Bob (public)

Dec : decryption algorithm (public) SK : secret key (secret) 
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Achieving integrity: digital signatures

InternetAlice
Bob

Adversary

sk vk

Sign Vrfy

M / ⊥

Sign : tagging algorithm (public)

Vrfy : verification  algorithm (public)

sk : signing key (secret)

vk : verification key (public)

M
M, σσ
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Basic goals of cryptography

Message privacy Message integrity / 
authentication

Symmetric keys Symmetric encryption Message authentication 
codes (MAC)

Public keys public-key encryption Digital signatures

(Key exchange)

IND-eva, IND-CPA
IND-CCA

IND-CPA, IND-CCA

UF-CMA

UF-CMA

AE

Unkeyed primitives

Collision resistance, one-waynessHash functions
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Basic goals of cryptography

Message privacy Message integrity / 
authentication

Symmetric keys Symmetric encryption Message authentication 
codes (MAC)

Public keys public-key encryption Digital signatures

(Diffie-Hellman
Key exchange)

Encrypt-then-MAC
AES-GCM
AES-CCM
AES-OCB

Unkeyed primitives Hash functions

AES-CTR, AES-CTR$
AES-CBC$

PRF, CBC-MAC, 
HMAC

Padded RSA, ElGamal

Hashed RSA, Schnorr, ECDSA

SHA2-256, SHA2-512
SHA3-256, SHA3-512
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Security in practice based on cryptography

• Communication security (Signature, PKE / Key Exchange)
• TLS, SSH, IPSec, ...
• eCommerce, online banking, eGovernment, ...
• Private online communication

• Code signing (Signature)
• Software updates
• Software distribution
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Recall how to build PKC and Symmetric key cryptography

(Computationally) 

hard problem

RSA :

DL DDH

PKC Scheme
RSA ECDSADiffie-

Hellman

𝑁 = 𝑝𝑞à p, and q

𝑥! 𝑚𝑜𝑑 𝑁à 𝑥

FACT: DL:  𝑔"à 𝑥

DDH:

FACT
RSA

𝑔# , 𝑔$ , 𝑔% → 𝑐 =? 𝑎𝑏

Symmetric key
AES HMACSHA-2 

SHA-3
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The Quantum Threat-Shor‘s algorithm (1994)

• Quantum computers can do "Fast Fourier Transform" 
(FFT) very efficiently

• Can be used to find period of a function

• This can be exploited to factor efficiently (RSA)
• Shor also shows how to solve discrete log efficiently 

(Diffie-Hellman, ECDSA, ECDH)

Shor, P.W. (1994). "Algorithms for quantum computation: 
discrete logarithms and factoring"4/3/2024 14/67



The Quantum Threat-Grover‘s algorithm (1996)

• Quantum computers can search 𝑁 entry Date Base in 
Θ( 𝑁)

• Application to symmetric cryptography

• Nice: Grover is provably optimal
• Then, double security parameter.

Grover, Lov K. (1996-07-01). "A fast quantum mechanical 
algorithm for database search"4/3/2024 15/67



Take RSA as example: Factoring to order-finding

𝑎!, 𝑎", 𝑎#, … , 𝑎$, 𝑎!, 𝑎"…

Euler’s theorem: for all 𝑎 ∈ 𝒁&∗

𝑎( & = 𝑎 )*+ (-*+) = 1 mod𝑁
Fact: 𝑟 must divide 𝑝 − 1 𝑞 − 1

order of 𝑎

Conclusion: learn 𝑟 ⟹ we learn a factor of (𝑝 − 1)(𝑞 − 1)
repeat with a different 𝑎⟹ learn another factor of 𝑝 − 1 𝑞 − 1 (with high prob.)

eventually we learn full  𝑝 − 1 𝑞 − 1 ⟹ can find 𝑝 and 𝑞

mod𝑁
= 1

= the smallest positive 𝑟 such that 𝑎! = 1 mod𝑁

𝑁 = 𝑝𝑞 𝑎 = 𝑟

This is where the quantum 
magic happens! 
Shor‘s algorithm 
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The Quantum Threat

• When will a quantum computer be built that breaks current crypto? 
• 15 years, $1 billion USD (to break RSA-2048)
• (PQCrypto 2014, Matteo Mariantoni)

• Impact: 
• Public key crypto

• RSA
• Elliptic Curve Cryptography (ECDSA)
• Finite Field Cryptography (DSA)
• Diffie-Hellman key exchange

• Symmetric key crypto
• AES 
• Triple DES 

• Hash functions
• SHA-1, SHA-2 and SHA-3 
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The Quantum Threat

• When will a quantum computer be built that breaks current crypto? 
• 15 years, $1 billion USD (to break RSA-2048)
• (PQCrypto 2014, Matteo Mariantoni)

• Impact: 
• Public key crypto

• RSA
• Elliptic Curve Cryptography (ECDSA)
• Finite Field Cryptography (DSA)
• Diffie-Hellman key exchange

• Symmetric key crypto
• AES 
• Triple DES 

• Hash functions
• SHA-1, SHA-2 and SHA-3 

Needs larger keys

Needs longer outputs

Post-quantum Cryptography 
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Why care today??

• Now, we only have quantum computer <100 qubits 

• It is not known for certain when 
• a large scale quantum computer could be 
• built, although experts said it may be 
• possible within the next two decades

https://globalriskinstitute.org/publications/2021-quantum-
threat-timeline-report/4/3/2024 19/67



Why care today??

• Some one store all encrypted data traffic
• Wait for the large-scale quantum computer

• Development time easily 10+ years 
• Lifetime easily 10+ years
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What about quantum key distribution (QKD)

• The problem solved by QKD

Given
• a shared classical secret,
• a physical channel between parties that supports QKD
• compatible QKD devices on both ends of the channel
It is possible to
• generate a longer shared classical secret. 

• In August 2016, China launched world's first quantum 
communications satellite Mozi (墨子号)

“Key growing”
(≠ “Key establishment“)
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• Quantum cryptography (QKD)
• Use quantum mechanics to build cryptography

• Post-quantum cryptography
• Classical algorithms believed to withstand quantum attacks
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Post-quantum cryptography

(Computationally) 

Quantum 
hard problem PKC Scheme

RSA ECDSADiffie-
Hellman

•Top candidates:

•Lattice-based cryptography

•Code-based cryptography

•Multivariate cryptography

•Hash-based cryptography

•Isogeny-based cryptography Cryptographic Standards in the Post-Quantum Era
https://ieeexplore.ieee.org/document/9935575
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Lattice-based cryptography

• Expected to resist quantum computer attacks

• Permits fully homomorphic encryption
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Lattice-based cryptography

• Hard problems
• 𝑛 ∈ ℕ, base 𝐵 = (𝑏6, 𝑏7, ⋯ , 𝑏8)
• Lattice 𝐿 = {ℤ 𝑏6 +⋯+ ℤ𝑏8}

• Shortest vector problem (SVP)
• Given 𝐵
• find the shortest nonzero 𝑣 ∈ 𝐿

• Closest vector Problem (CVP)
• Given 𝐵 and 𝑡 ∈ ℝ%
• Find 𝐶𝑉(𝑡) ∈ 𝐿 such that |𝐶𝑉 𝑡 − 𝑡| is the shortest

• For 2-dimension case, SVP and CVP are easy.
• For general large n, SVP and CVP are NP-hard
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Lattice-based cryptography

• Hard problems
• Approximate Closest vector Problem (𝛼 CVP)
• Given 𝐵 and 𝑡 ∈ ℝ8
• Find 𝐶𝑉(𝑡) ∈ 𝐿 such that 𝐶𝑉 𝑡 − 𝑡 < 𝛼min

9∈:
|𝑣 − 𝑡|

• Arora et al.

Sanjeev Arora, László Babai, Jacques Stern, Z. Sweedyk:
The Hardness of Approximate Optimia in Lattices, Codes, 
and Systems of Linear Equations. FOCS 1993: 724-733
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Hash-based signatures – Lamport's 1-time signature

𝐻

𝑥&

𝑦&

𝐻

𝑥!

𝑦!

Sign 𝑠𝑘, 0 = 𝑥&

Sign 𝑠𝑘, 1 = 𝑥!

Vrfy 𝑣𝑘, 0, 𝜎 = (𝐻 𝜎 =? 𝑦#)

𝒮𝒦 = 0,1 '!" 𝒱𝒦 = 0,1 '!" ℳ = 0,1 𝒮 = 0,1 "'(

𝑠𝑘

𝑣𝑘

𝐻

𝜎

𝑦′

𝑦) =? 𝑦+

Vrfy 𝑣𝑘, 1, 𝜎 = (𝐻 𝜎 =
?
𝑦$)

𝑀, 𝜎
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𝑠𝑘 = 𝑠𝑘 || 𝑠𝑘 || 𝑠𝑘 || 𝑠𝑘
𝑥/, 𝑥+ 𝑥/, 𝑥+ 𝑥/, 𝑥+ 𝑥/, 𝑥+

Sign𝑀 = 0111 𝜎 = 𝑥/𝑥+𝑥+𝑥+

Sign𝑀′ = 1000 𝜎 = 𝑥+𝑥/𝑥/𝑥/

𝑴 = 𝟏𝟏𝟎𝟎 𝜎 = 𝑥+𝑥+𝑥/𝑥/

When we say one-time we mean it



Hash-based signatures–multitime signature Merkle tree

𝐻 𝐻 𝐻 𝐻

𝐻 𝐻

𝐻

𝑣𝑘ots
! 𝑣𝑘ots

" 𝑣𝑘ots
# 𝑣𝑘ots

$ 𝑣𝑘ots
% 𝑣𝑘ots

& 𝑣𝑘ots
' 𝑣𝑘ots

(

𝑣𝑘

𝑠𝑘ots
! 𝑠𝑘ots

" 𝑠𝑘ots
# 𝑠𝑘ots

$ 𝑠𝑘ots
% 𝑠𝑘ots

& 𝑠𝑘ots
' 𝑠𝑘ots

(

𝑠𝑘 = 𝑁 ⋅ 𝑠𝑘IJK

𝑝𝑘 = 𝐻
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Sign 𝑠𝑘,𝑀 + authentication path for 𝑝𝑘ots
,+ 𝑣𝑘ots

,= Sign 𝑠𝑘ots
, , 𝑀



Hash-based signatures–multitime signature Merkle tree
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Vrfy 𝑣𝑘,𝑀, (𝜎ots , 𝑣𝑘ots
, , auth path)

𝐻

𝐻

𝐻

𝑣𝑘ots
$

𝑣𝑘)

1. Vrfy 𝑣𝑘ots
- , 𝑀, 𝜎ots =

?
VALID

2. 𝑣𝑘) =
?
𝑣𝑘

𝜎

𝜎



Isogeny-based Cryptography

• Over a class of Super-singular Elliptic curves
• Isogeny: maps between (supersingular) elliptic curves that respect their 

group structure
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Isogeny-based Cryptography

Isogeny-based cryptography = new kind of elliptic curve cryptography,
supposed to be resistant against quantum computers

classical elliptic curve cryptography

𝑃0

𝑃+

based on hidden relation between
two points on an elliptic curve

isogeny-based cryptography

𝐸0

𝐸+

based on hidden relation between
two elliptic curves in an isogeny class
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The NIST post-quantum competition

• The NIST PQC Standardization
Process began in 2016 with 
a call for proposals for 
post-quantum digital signatures 
and post-quantum PKE

https://csrc.nist.gov/projects/post-
quantum-cryptography

4/3/2024 33/67



The NIST post-quantum competition

• Public competition to standardize 
post-quantum schemes
• Public-key encryption
• Digital signatures

• Started in 2017
• Round 1: 69 submissions
• Round 2: 26 candidates selected
• Round 3: 15 candidates selected
• Round 3 winner
• Round 4 Candidates and Call for proposals

• Round 3 winners: Kyber, Dilithium, Falcon
SPHINCS+

Algorithm (public-key encryption) Problem

Classic McEliece Code-based

CRYSTALS-KYBER Lattice-based

NTRU Lattice-based

SABER Lattice-based

BIKE Code-based

FrodoKEM Lattice-based

HQC Code-based

NTRU Prime Lattice-based

SIKE Isogeny-based

Algorithm (digital signatures) Problem

CRYSTALS-DILITHIUM Lattice-based

FALCON Lattice-based

Rainbow Multivariate-based

GeMSS Multivariate-based

Picnic ZKP

SPHINCS+ Hash-based
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The NIST post-quantum competition

We design a lattice-based scheme, LAC. It advances to Round 2.

https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-
cryptography-standardization/round-2-submissions
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What can we do further?

• Deployment of PQC in TLS, SSL, etc.
• Test of PQC  in chrome TLS, chrome://flags/

• More post-quantum signature candidates?
• Current PQ signatures are either slow or has a large signature size

• More cryptographic algorithms, such as authenticated key exchange. 
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PKE     --------- >  PQC

Diffie-Hellman
RSA-OAEP
ElGamal

Kyber
--------- >

Hash-RSA
ECDSA
Schnorr

Dilithium
Falcon
SPHINCS+ 
etc.

--------- >

https://pq-crystals.org/kyber/

https://pq-crystals.org/dilithium

https://falcon-sign.info/

https://sphincs.org/
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In summary

• Post-quantum cryptography aims to design alternatives of classical public 
key encryption (such as RSA, ECDSA), such that they are still secure 
against quantum computer.

• We need to do this right now.

• NIST has done a great effort. From lattice, hash, code, isogeny based 
cryptography.

• but we still need to do more.
• Or you can work on designing large scale quantum computer.
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Fully Homomorphic Encryption
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Homomorphic Encryption

Can we delegate the processing of data 
without giving away access to it 
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If we have an ideal encryption
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Cloud Computing on Encrypted Data

Abbas A , Hidayet A , Selcuk U A , et al (2017) A Survey on Homomorphic 
Encryption Schemes: Theory and Implementation
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Homomorphic encryption(HE)

• A homomorphic encryption(HE) scheme allows 
• computations on the ciphertext without knowing the secret key,
• meanwhile ensures that the decryption of the resulting ciphertext is 

exactly the same as the computations over the plaintext.
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Formally, we define FHE

• A homomorphic encryption scheme is a tuple (HE.KeyGen, HE.Enc, 
HE.Dec,HE.Eval) of probabilistic polynomial time (PPT) algorithms.

• (sk; pk; evk) ← HE:KeyGen
• c ← HE:Enc(pk; m)
• m ← HE:Dec(sk; c)

• For function f from a set S
cf ← HE:Eval(pk; f ; evk; c!; ⋯ ; c" ), 

where c6 =HE:Enc(pk; 𝑚6 )

• We have f(𝑚(, 𝑚), ⋯ ,𝑚*) = HE:Dec(sk; cf)
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More applications in practice

Delegate the processing of data without giving away access to it
4/3/2024 45/67



More applications in practice

Delegate the processing of data without giving away access to it
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If f is only multiplication

𝐶 ← 𝑀N mod𝑁𝑀 𝑀 ← 𝐶O mod𝑁RSA Enc 𝐄 𝐃

𝐸 𝑚! = 𝑚!
# 𝐸 𝑚$ = 𝑚$

#

HE:Eval 𝐸 𝑚X ×𝐸 𝑚Y

= 𝑚X
Z×𝑚Y

Z

= (𝑚X×𝑚Y)Z

= 𝐸(𝑚X×𝑚Y)

𝐸 𝑚X ×𝐸 𝑚Y = 𝐸(𝑚X×𝑚Y)

𝑁 = 𝑝𝑞
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If f is only addition

• Paillier Encryption

• Enc: c ← 𝐸𝑛𝑐 𝑚 = 1 + 𝑁 [𝑟\𝑚𝑜𝑑 𝑁Y

• Dec: c] \ = 1 + 𝑁 [] \ 𝑟\] \ 𝑚𝑜𝑑 𝑁Y

Paillier, Pascal (1999). "Public-Key Cryptosystems Based on Composite Degree Residuosity Classes"

Euler’s theorem: for all 𝑎 ∈ 𝒁&∗

𝑎( & = 𝑎 )*+ (-*+) = 1 mod𝑁

Euler’s theorem: for all 𝑎 ∈ 𝒁&!
∗

𝑎&( & = 𝑎& )*+ (-*+) = 1 mod𝑁0

𝑁 = 𝑝𝑞

= 1 + 𝑁 [] \ 1 𝑚𝑜𝑑 𝑁Y

= 1 +𝑚𝜙 𝑁 𝑁 𝑚𝑜𝑑 𝑁Y
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If f is only addition

Paillier, Pascal (1999). "Public-Key Cryptosystems Based on Composite Degree Residuosity Classes"

𝑁 = 𝑝𝑞

𝐶 ← 1 + 𝑁 1𝑟&mod𝑁0𝑀 𝐶( & mod𝑁0Paillier Enc
𝐄 𝐃

𝐸 𝑚6 = 1 + 𝑁 V*𝑟6W 𝐸 𝑚7 = 1 + 𝑁 V+𝑟6W

HE:Eval 𝐸 𝑚X ×𝐸 𝑚Y
= 1 + 𝑁 [!𝑟X\× 1 + 𝑁 ["𝑟X\
= 1 + 𝑁 [!^["𝑟X\𝑟Y\
= 𝐸(𝑚X +𝑚Y)
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Partially HE --- > Fully HE

• Both RSA, Paillier are partially homomorphic encryption

• How to achieve Fully homomorphic encryption?
• Where function f could be any polynomial size circuit or polynomial 

function.
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Partially HE --- >Somewhat HE-----> Fully HE

• Both RSA, Paillier are partially homomorphic encryption

• We first handle somewhat HE, which supports both add and multi in a 
very limited level.
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Learning With Errors (LWE)

Regev: On Lattices, Learning with Errors, Random Linear Codes, and Cryptography
4/3/2024 52/67



Symmetric key Encrypting with LWE

• Idea: Use b=As+e as a one-time pad
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Decryption with noise

Only use the highest bits
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Operations on LWE Ciphertexts

Noise
increasing

So, the order the operations is limited
No E(m_1*m_2) currently
Somewhat HE (SWHE)4/3/2024 55/67



A Fully Homomorphic Encryption Scheme

What if a homomorphic encryption scheme can decrypt itself 
with an encrypted key  
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• If we have a somewhat homomorphic scheme SWHE
• Such that the order the operations supports 

the Eval operation of decryption 𝐷𝑒𝑐
i.e, f could be Dec 
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Bootstrapping

• SWHE + Bootstrapping  à (leveled) FHE

• Assume 𝑐 = 𝐸𝑛𝑐_" 𝑠X, 𝑒Y

• After several HE operations (Add, Mul, etc.)
• Assume 𝑐X = 𝐸𝑛𝑐_! 𝑚, 𝑒X
• is the encryption of 𝑚 under secret key 𝑠X with very large noise 𝑒X

• Denote function 𝑓 !: 𝑠X → 𝐷𝑒𝑐_!(𝑐X)

4/3/2024

Keep in mind: 𝑒Y is small and 𝑒! is large
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Bootstrapping

• 𝑐 = 𝐸𝑛𝑐_" 𝑠X, 𝑒Y 𝑐X = 𝐸𝑛𝑐_! 𝑚, 𝑒X

• Apply 𝑓 ! to 𝑐 = 𝐸𝑛𝑐_" 𝑠X, 𝑒Y , we get  

• 𝑐Y = 𝐸𝑛𝑐_" 𝑓 !(𝑠X), 𝑒Y
𝑓X* : 𝑠6 → 𝐷𝑒𝑐Y*(𝑐6)

= 𝐸𝑛𝑐_" 𝐷𝑒𝑐_! 𝑐X , 𝑒Y
= 𝐸𝑛𝑐_" 𝑚, 𝑒Y

Assume SWHE 
supports Eval

𝐷𝑒𝑐

4/3/2024

Keep in mind: 𝑒Y is small and 𝑒! is large
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Focus on SWHE

So, we only need to focus on the construction of SWHE 
which supports the Eval operation of 𝐷𝑒𝑐

The scheme proposed by Gentry is rather impractical
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SWHE with LWE

• Idea: Use b=As+e as a one-time pad

4/3/2024 61/67

Please refer to [BV11a] and [BV11b] for more details on 
how to modify this to support evaluation of Dec circuit

[BV11a] Zvika Brakerski and Vinod Vaikuntanathan. Efficient fully homomorphic encryption from 
(standard) lwe, in FOCS 2011
[BV11b] Zvika Brakerski and Vinod Vaikuntanathan. Fully homomorphic encryption from ring-lwe and 
security for key dependent messages. In CRYPTO 2011



1-4 generations of FHE
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First 2 Generations of FHE
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4th Generation FHE (CKKS Scheme)

4/3/2024 64/67



HE is getting faster 8 times every year 
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FHE- Game changer
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FHE- Game changer
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FHE- Game changer

4/3/2024 68/67



Other applications

• machine learning 

• etc,.
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Summary

• We could build FHE from somewhat HE

• Further from lattice-based cryptography.

• FHE has a lot of applications
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Thank you 
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