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Topic 1: Post-quantum Cryptography

* What is post-quantum cryptography?
* Why do we need post-quantum cryptography now?

* What is the status of post-quantum cryptography?

e What can we do further?



Topic 2: Fully Homomorphic Encryption

* What is fully homomorphic encryption (FHE)?

e What can we do with FHE?

e How could we achieve FHE?

e What is the status of FHE?
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Our aim

* We do not aim to know all the constructions, and security proof of these
topic.

* We try to understand their status and recent development.

* Each of them is a BIG topic and deserves an individual course.
* Due to their importance, | can not ighore them in this lecture.
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Symmetric-key cryptography

Internet Bob

| ~

Adversary F‘\
=

M/ L1

No integrity C’

Enc : encryption algorithm (public) K : shared key between Alice and Bob

N

Dec : decryption algorithm (public) How to achieve this??
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Achieving integrity: MACs

Alice Internet
Bob
K K
T M, T
M Tag vrly | L
M/ L
Adversary

Tag : tagging algorithm (public)
Vrfy: verification algorithm (public)
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K : tagging / verification key (secret)



Public-key Encryption

Alice Internet Bob
PK SK
C
M—| &£
A —
raﬂ Adversary
M/ L
Enc: encryption algorithm (public) PK: public key of Bob (public)

Dec : decryption algorithm (public) SK : secret key (secret)
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Achieving integrity: digital signatures

Alice Internet
sk
_ 0] M, O
M Sign Vriy
M/ L
Adversary
Sign : tagging algorithm (public) sk : signing key (secret)
Vrfy : verification algorithm (public) vk : verification key (public)
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Basic goals of cryptography

AE

IND-eva, IND-CPA
IND-CCA

UF-CMA

Message privacy

Message integrity /
authentication

Symmetric keys

Symmetric encryption

Message authentication
codes (MAC)

Public keys

Unkeyed primitives
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public-key encryption
(Key exchange)

IND-CPA, IND-CCA

Hash functions

Digital signatures

UF-CMA
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Basic goals of cryptography

Encrypt-then-MAC
AES-GCM
AES-CCM
AES-OCB

AES-CTR, AES-CTRS
AES-CBCS

PRF, CBC-MAC,
HMAC

Message privacy

Message integrity /
authentication

Symmetric keys

Symmetric encryption

Message authentication
codes (MAC)

Public keys

Unkeyed primitives
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Padded RSA, ElIGamal
public-key encryption

(Diffie-Hellman
Key exchange)

Hash functions

Digital signatures

Hashed RSA, Schnorr, ECDSA

SHA2-256, SHA2-512
SHA3-256, SHA3-512

11



Security in practice based on cryptography

 Communication security (Signature, PKE / Key Exchange)
* TLS, SSH, IPSec, ...
« eCommerce, online banking, eGovernment, ...
* Private online communication

* Code signing (Signature)
e Software updates
e Software distribution



Recall how to build PKC and Symmetric key cryptography

(Computationally)

hard problem

PKC Scheme

FACT: N =pq > p,andq DL: g¥—> x

RSA: x®mod N > x DDH: g% g°, g¢ = ¢ =?ab

Symmetric key

4/3/2024 13/67



The Quantum Threat-Shor'’s algorithm (1994)

* Quantum computers can do "Fast Fourier Transform"
(FFT) very efficiently

e Can be used to find period of a function

 This can be exploited to factor efficiently (RSA)

* Shor also shows how to solve discrete log efficiently
(Diffie-Hellman, ECDSA, ECDH)

Shor, P.W. (1994). "Algorithms for quantum computation:

4/3/2024 discrete logarithms and factoring”
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The Quantum Threat-Grover's algorithm (1996)

* Quantum computers can search N entry Date Base in

O(VN)

* Application to symmetric cryptography

* Nice: Grover is provably optimal
* Then, double security parameter.

Grover, Lov K. (1996-07-01). "A fast quantum mechanical

algorithm for database search"
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Take RSA as example: Factoring to order-finding

N = pq N {a)| = r
al,a? a3, ..,a",a',a®.. (modN)

[ |
order of a = the smallest positive r such that a” = 1 (mod N)

Euler’s theorem: for all a € Z)
a¢(N) — a(p_l)(q_l) =1 (mod N)

Fact: r must divide (p — 1)(g — 1)

Conclusion: learnr = we learn a factorof (p —1)(q — 1)
repeat with a different a = learn another factor of (n — 1)(q — 1) (with high prob.)
eventually we learn full (» —1)(q — 1) = canfind p and g
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The Quantum Threat

* When will a qguantum computer be built that breaks current crypto?
e 15 vyears, S1 billion USD (to break RSA-2048)
e (PQCrypto 2014, Matteo Mariantoni)

* Impact:

Public key crypto
* RSA
* Elliptic Curve Cryptography (ECDSA)
* Finite Field Cryptography (DSA)
* Diffie-Hellman key exchange
Symmetric key crypto

* AES
e Triple DES

Hash functions
e SHA-1, SHA-2 and SHA-3
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The Quantum Threat

* When will a qguantum computer be built that breaks current crypto?
» 15 vyears, S1 billion USD (to break RSA-2048)
* (PQCrypto 2014, Matteo Mariantoni)

* Impact:

e Public key crypto Post-quantum Cryptography\
2 RSA
e Dllioie Somin Coimenal 0D
| ~Diffie-Hellman-key-exchange /
* Symmetric key crypto

* AES
e Triple DES Needs larger keys

e Hash functions
¢ SHA-1, SHA-2 and SHA-3  Needs longer outputs
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Why care today??

* Now, we only have quantum computer <100 qubits

* |t is not known for certain when Experts' estimates of likelinood of a quantum computer
* a large scale quantum computer could be PR

30 years-iL 5 13 11 16

* built, although experts said it may be

. . . £
* possible within the next two decades Eisvens © [N i "
glOyearsf 9 15 Vi
5 years - 25 1 9 4

https://globalriskinstitute.org/publications/2021-quantum-
4/3/2024 threat-timeline-report/ 19/67



Why care today??

 Some one store all encrypted data traffic
* Wait for the large-scale quantum computer

* Development time easily 10+ years
* Lifetime easily 10+ years
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What about quantum key distribution (QKD)

* The problem solved by QKD

Given “Key growing”

* a shared classical secret, (;/: ”Key establishment”)
* a physical channel between
* compatible QKD devices on bC
It is possible to

e generate a longer shared classical secret.

* In August 2016, China launched world's first quantum

communications satellite Mozi (225

4/3/2024
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* Quantum cryptography (QKD)

e Use quantum mechanics to build cryptography

* Post-quantum cryptography
* Classical algorithms believed to withstand quantum attacks
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Post-quantum cryptography

(Computationally)

Quantum

PKC Scheme

hard problem

*Top candidates:

Lattice-based cryptography
*Code-based cryptography
*Multivariate cryptography

*Hash-based cryptography

Cryptographic Standards in the Post-Quantum Era

https://ieeexplore.ieee.org/document/9935575
4/3/2024 23/67
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Lattice-based cryptography

* Expected to resist quantum computer attacks

* Permits fully homomorphic encryption
/ / / /wm

-__-______-_-—————-
S ————
4/3/2024 24/67
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Lattice-based cryptography

* Hard problems
*n€N, base B = (bq,by,*,by)

- Lattice L = {Z by + -+ Zb,)} / / D
- t.
* Shortest vector problem (SVP) b, —
* Given B ) / / /CV(t)
 find the shortest nonzerov € L —_—
—/
b, —
Closest vector Problem (CVP) h‘/ / / / /

e GivenBandt € R" _
* Find CV(t) € L such that |CV(t) — t]| is the shc

For 2-dimension case, SVP and CVP are easy.
For general large n, SVP and CVP are NP-hard

4/3/2024 25/67



Lattice-based cryptography

* Hard problems

* Approximate Closest vector Problem (a CVP)

e Given Bandt € R"
* Find CV(t) € L suchthat |[CV(t) — t] < amEi{I v —t]
1

log(n) -CVPis NP - hard for all ¢

* Arora et al. o
not NP -hard
NP-hard
Sanjeev Arora, Laszlo ﬁa—bai, Jacques Stern, Z. Sweedyk:
4/3/2024 The Hardness of Approximate Optimia in Lattices, Codes, 26/67

and Systems of Linear Equations. FOCS 1993: 724-733



Hash-based sighatures — Lamport's 1-time signature

SK = {0,1}°12 VK = {0,1}°12 M =1{0,1} § ={0,1}%¢
sk (M, o)
X0 X1 0}
Sign(sk,0) = x, Vrfy(vk,0,0) = (H(0) U )
H H H ,
Vrfy(vk,1,0) = (H(o) = 1)

Sign(sk,1) = x;

Yo V1 y
vk ,?
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When we say one-time we mean it

sk= sk || sk || sk ||
(x0,%x1)  (xg,%1)  (x0,%1)

M =0111 Sign 0 = XoX1X1

M' = 1000 Sign 0 = X1X0Xg

M=1100 0 = X1X1Xp
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Hash-based signatures—multitime signature Merkle tree

Sign(sk, M) = Sign(skors, M) + vicges + Q
o

@ |sk| = N - |skos|
0 0 lpk| = |H|
H, H) H, H)
O O O O O O O O

1 2 3 4 5 6 7 8
Vkots Vkots Vkots Vkots Vkots Vkots Vkots VKots

1 2 3 4 5 6 7 8
SKots Skots Skots SKots skots Skots SKots SKots
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Hash-based signatures—multitime signature Merkle tree

Vrfy(vk, M, % )

o Uk,

1. Vrfy(vkl e, M, oots) = VALID

2. vk’ 2 vk

4
Vkots
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Isogeny-based Cryptography

* Over a class of Super-singular Elliptic curves
* [sogeny: maps between (supersingular) elliptic curves that respect their

group structure
g® mod g >
ZCI
g” mod ¢ A

[a]P > ’
517 o
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Isogeny-based Cryptography

Isogeny-based cryptography = new kind of elliptic curve cryptography,
supposed to be resistant against qguantum computers

classical elliptic curve cryptography isogeny-based cryptography

based on hidden relation between based on hidden relation between
two points on an elliptic curve two elliptic curves in an isogeny class
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The NIST post-quantum competition

NST

* The NIST PQC Standardization
Process began in 2016 with

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

a call for proposals for
post-quantum digital signatures ':°*°!""Q“a“t“m Cryptography roc
and post-quantum PKE Overview

The Candidates to be Standardized and Round 4 Submissions were announced July 5, 2022, NISTIR 8413, Status Report on the
Third Round of the NIST Post-Quantum Cryptography Standardization Process is now available.

L&
5\)“’6\\ o & O
WO Q\,'\be( O,Lg\," ,ng 3;%\9 ,fé’:;
https://csrc.nist.gov/projects/pos
guantum-cryptography
4/3/2024 » First PQC standards expected by 2024 po¥ w(\ex 33/67



The NIST post-quantum competition

* Public competition to standardize
post-quantum schemes

Public-key encryption
Digital signatures

e Started in 2017

Round 1: 69 submissions

Round 2: 26 candidates selected

Round 3: 15 candidates selected

Round 3 winner

Round 4 Candidates and Call for proposals

* Round 3 winners: Kyber, Dilithium, Falcon

4/3/2024

SPHINCS+

Algorithm (public-key encryption)

Problem

Classic McEliece
CRYSTALS-KYBER
NTRU

SABER

BIKE

FrodoKEM

HQC

NTRU Prime
SIKE

Code-based
Lattice-based
Lattice-based
Lattice-based
Code-based
Lattice-based
Code-based
Lattice-based

Isogeny-based

Algorithm (digital signatures)

Problem

CRYSTALS-DILITHIUM
FALCON

Rainbow

GeMSS

Picnic

SPHINCS+

Lattice-based
Lattice-based
Multivariate-based
Multivariate-based
ZKP

Hash-based
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The NIST post-quantum competition

» First PQC standards|\expected by 2024

We design a lattice-based scheme, LAC. It advances to Round 2.

https://csrc.nist.gov/Projects/post-quantum-cryptography/post-quantum-

cryptography-standardization/round-2-submissions
4/3/2024 35/67



What can we do further?

* Deployment of PQC in TLS, SSL, etc.
* Test of PQC in chrome TLS, chrome://flags/

* More post-quantum signature candidates?
* Current PQ signatures are either slow or has a large signature size

* More cryptographic algorithms, such as authenticated key exchange.
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Diffie-Hellman
RSA-OAEP
ElGamal

Hash-RSA
ECDSA
Schnorr

Kyber

htt

Dilithium
Falcon
SPHINCS+

etc.

ps://pqg-crystals.org/kyber/

https://pqg-crystals.org/dilithium
https://falcon-sign.info/
https://sphincs.org/

37/67



In summary

* Post-quantum cryptography aims to design alternatives of classical public
key encryption (such as RSA, ECDSA), such that they are still secure
against quantum computer.

* We need to do this right now.

* NIST has done a great effort. From lattice, hash, code, isogeny based
cryptography.

* but we still need to do more.
* Or you can work on designing large scale quantum computer.
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Fully Homomorphic Encryption



omomorphic Encryption

ON DATA BANKS AND PRIVACY HOMOMORPHISMS

Ronald L. Rivest
Len Adleman
Michael L. Dertouzos

Massachusetts Institute of Technology
Cambridge, Massachusetts

I. INTRODUCTION

Encryption is a well-known technique for preserving the
privacy of sensitive information. One of the basic, apparently
inherent, limitations of this technique is that an information
system working with encrypted data can at most store or retrieve
the data for the user; any more complicated operations seem to
require that the data be decrypted before being operated on.
This limitation follows from the choice of encryption functions 1 978 . R'
used, however, and although there are some truly inherent lvest el I Ian ert OuZOS
limitations on what can be accomplished, we shall see that it * 7 7 ,
appears likely that there exist encryption functions which permit « n - N
encrypted data to be operated on without preliminary decryption - I I
of the operands, for many sets of interesting operations. These On Data Banks a:nd Prlvacy OIIIOIIlOI‘phlSIllq
special encryption functions we call "privacy homomorphisms'; 2
they form an interesting subset of arbitrary encryption schemes
(called "privacy transformations").

As a sample application, consider a small loan company which
uses a commercial time-sharing service to store its records. The . °
loan company's '"data bank" obviously contains sensitive informa- Homomor th E t
tion which should be kept private. On the other hand, suppose p ncryp lon
that the information protection techniques employed by the time-
sharing service are not considered adequate by the loan company.
In particular, the systems programmers would presumably have
access to the sensitive information. The loan company therefore
decides to encrypt all of its data kept in the data bank and to
maintain a policy of only decrypting data at the home office -- °
data will never be decrypted by the time-shared computer. The Ca n We d e I e ate t h e r‘
situation is thus that of Figure 1, where the wavy line encircles p OceSSI n g O a a

the physically secure premises of the loan company.

without giving away access to it

4/3/2024 40/67



If we have an ideal encryption

v — e (@D
Py

k l
i CVal
fC)

Al |

f(x) —— —— Enc(f(x))
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Cloud Computing on Encrypted Data

C: m, Enc, Dec, f() S: Eval

2| C sends Enc(m) to store

1| C encrypts his ¢
message m, Enc(m) n >
3 | C queries, f()

TR 1] 4 S
asad evalutes

6 | C computes

f() homo-
% morphically
5 |S returns Enc(f(m)) l

Dec(Enc(f(m))) = f(m),

and recovers f(m)

A

Abbas A, Hidayet A, Selcuk U A, et al (2017) A Survey on Homomorphic
Encryption Schemes: Theory and Implementation
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Homomorphic encryption(HE)

A homomorphic encryption(HE) scheme allows
* computations on the ciphertext without knowing the secret key,

* meanwhile ensures that the decryption of the resulting ciphertext is
exactly the same as the computations over the plaintext.

m > flm)

Encrypt Decrypt Encrypt Decrypt

Enc(m) *Enc(f(m))

4/3/2024 43/67



Formally, we define FHE

* A homomorphic encryption scheme is a tuple (HE.KeyGen, HE.Enc,
HE.Dec,HE.Eval) of probabilistic polynomial time (PPT) algorithms.

* (sk; pk; evk) « HE:KeyGen
e ¢ <« HE:Enc(pk; m)
* m < HE:Dec(sk; c)

* For function f from a set S
cr « HE:Eval(pk; f; evk; cq; -5 ¢1 ),
where ¢; =HE:Enc(pk; m; )
* We have f(my, m,, ---,m;) = HE:Dec(sk; cs)

4/3/2024 44/67



More applications in practice

\ == k/lécrosoﬁ
aID A\ ure

Protect your passwords

N
Let Microsoft Edge check passwords you've  On o Alice | 12345
saved in the browser and alert you if they've .
Alice91 | 0791 @ **%x%
Bob | wordpass

been compromised on the internet.
Learn more
ASample | 1234 X @ ****
Eve | pabb5word
Bob | b4dp455 *k k%
Q) Proactively scans the dark web bdpe &
Joe | correcth..
®

ES Helps prevent identity theft

@ Alerts you if your passwords are leaked online Alice | 12345 @ **xx%x

Steve | hunter2

Delegate the processing of data without giving away access to it
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More applications in practice

" HEl Microsoft
D a Ml Azure

Protect your passwords

Let Microsoft Edge check passwords you've On o Alice | 12345
saved in the browser and alert you if they've . e
been compromised on the intemet Aicedt | 0791 X @ kkk* Y E—
Learn more

ASample 1234 X @ **** L & ¢
ES Helps prevent identity theft Eve | pabbword

Bob | b4dp455 *k*k*
QD Proactively scans the dark web : gl i m

: Joe | correcth..
@ Alerts you if your passwords are leaked online Alice | 12345 ﬂ *k** m
®

Steve | hunter2

Delegate the processing of data without giving away access to it
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If fis only multiplication

N = pq

E D
RSAEnc > C « M® modN » M « C* modN

E(my) = my® E(my) = m,

HE:Eval E(mq)XE(m,)
= m,°Xm,°®
= (myxXmy)°
= E(my;xXm,;)

E(my)XE(m,) = E(m;Xm,)

4/3/2024 47/67




If fis only addition

° Pai”ier Encryption [Euler’s theorem: foralla € Z) J

N = pq a¢(N) — a(p_l)(q_l) =1 (mod N)

* Enc: c « Enc(m) = (1 + N)™r¥mod N*

e Dec: c?W) = (1 + N)™EW) NeWN)ppod N2 [

Euler’s theorem: for all a € Z

= (1 4+ N)™W) 1 mod N?
=1+ m¢(N)N mod N*

a/3/2024  Paillier, Pascal (1999). "Public-Key Cryptosystems Based on Composite Degree Residuosity Classes" 48/67



https://link.springer.com/content/pdf/10.1007%2F3-540-48910-X_16.pdf

If fis only addition

N =pq

Paillier Enc M > C < (1+ N)"rN modN?2 > CPW) mod N2

E(m)=00+N)™r) E(my) =1+ N)"r]

HE:Eval E(mq)XE(m,)
=1+ N)™Mr¥x(1+ N)™2r)
= (1 + N)™tmzp NV
= E(m; + m,)

a/3/2024  Paillier, Pascal (1999). "Public-Key Cryptosystems Based on Composite Degree Residuosity Classes"

49/67
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Partially HE --- > Fully HE

* Both RSA, Paillier are partially homomorphic encryption

* How to achieve Fully homomorphic encryption?

* Where function f could be any polynomial size circuit or polynomial
function.
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Partially HE --- >Somewhat HE-----> Fully HE

* Both RSA, Paillier are partially homomorphic encryption

* We first handle somewhat HE, which supports both add and multi in a
very limited level.

4/3/2024 51/67



Learning With Errors (LWE)

LWE function family:
- Key: A € Z [nxm]

- LWE, (s,2)= As + € (mod q) ¥
- Small |€]..x< B = O(Vn) £ _
- g,m=poly(n) v

Regev (2005): assuming quantum hard lattice problems
- LWE, Iis one-way: Hard to recover (s,e) from [A,b]
- b=LWE,(s,e) is indistinguishable from uniform over Z [m]

Regev: On Lattices, Learning with Errors, Random Linear Codes, and Cryptography
4/3/2024 52/67



Symmetric key Encrypting with LWE

* |dea: Use b=As+e as a one-time pad

- secret key:s € Z,

- message: m € Z"
- encryption randomness: [A,e]
- E.(m; [A.e]) = [A,b+m]

4/3/2024 53/67



Decryption with noise

E.(m;[A,e]) = [A,b+m] where b = As+e

Decryption:
- D([A,b+m]) = (b+m) - As = m+e mod q

E——

- Low order bits of m are corrupted by e

Only use the highest bits

4/3/2024 54/67



Operations on LWE Ciphertexts

[A,A;5+e,+m,] + [A,,A,5+e,+m,]
= [(A;+A,),(A;+A,)s+(e,;+e,)+ (m;+m,)]

Add: E(mz1;31)+E(mz;B2)cE(mMi+mz;B1+[32)
Mul: c*E(m;B) = E(c*m; c*B)

4/3/2024



A Fully Homomorphic E

ncryption Scheme

Fully Homomorphic Encryption Using Ideal Lattices

Craig Gentry
Stanford University and IBM Watson

cgentry@cs.stanford.edu

ABSTRACT

‘We propose a fully homomorphic encryption scheme — i.e.,
a scheme that allows one to evaluate circuits over encrypted
data without being able to decrypt. Our solution comes
in three steps. First, we provide a general result — that,
to construct an encryption scheme that permits evaluation
of arbitrary circuits, it suffices to construct an encryption
scheme that can evaluate (slightly augmented versions of )
its own decryption circuit; we call ascheme that can evaluate
its (augmented) decryption circuit bootstrappable.

Next, we describe a public key encryption scheme using
ideal lattices that is almost bootstrappable. Lattice-based
cryptosystems typically have decryption algorithms with low
circuit complexity, often dominated by an inner product
computation that is in NC1. Also, édeal lattices provide
both additive and multiplicative homomorphisms (modulo a
public-key ideal in a polynomial ring that is represented as
a lattice), as needed to evaluate general circuits.

Unfortunately, our initial scheme is not quite bootstrap-
pable — i.e., the depth that the scheme can correctly evalu-
ate can be logarithmic in the lattice dimension, just like the
depth of the decryption circuit, but the latter is greater than
the former. In the final step, we show how to modify the
scheme to reduce the depth of the decryption circuit, and
thereby obtain a bootstrappable encryption scheme, with-
out reducing the depth that the scheme can evaluate. Ab-
stractly, we accomplish this by enabling the encrypter to
start the decryption process, leaving less work for the de-
crypter, much like the server leaves less work for the de-
crypter in a server-aided cryptosystem.

Categories and Subject Descriptors: E.3 [Data En-
cryption]: Public key cryptosystems
General Terms: Algorithms, Design, Security, Theory

1. INTRODUCTION

‘We propose a solution to the old open problem of con-
structing a fully homomorphic encryption scheme. This no-
tion, originally called a privacy homomorphism, was intro-

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.

STOC'09, May 31-Tune 2, 2009, Bethesda, Maryland, USA.

Copyright 2009 ACM 978-1-60558-506-2/09/05 ...$5.00.
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duced by Rivest, Adleman and Dertouzos [54] shortly af-
ter the invention of RSA by Rivest, Adleman and Shamir
[55]. Basic RSA is a multiplicatively homomorphic encryp-
tion scheme — i.e., given RSA public key pk = (N,e) and
ciphertexts {1 «— 7§ mod N}, one can efficiently compute
II.¥« = ([I;m)° mod N, a ciphertext that encrypts the
product of the original plaintexts. Rivest et al. [54] asked
a natural question: What can one do with an encryption
scheme that is fully homomorphic: a scheme £ with an effi-
cient algorithm Evaluateg that, for any valid public key pk,
any circuit C' (not just a circuit consisting of multiplication
gates), and any ciphertexts i — Encrypt, (pk, ), outputs

¥ — Evaluateg(pk, C, ¥, ..., %) ,

avalid encryption of C(m1,...,mt) under pk? Their answer:
one can arbitrarily compute on encrypted data —i.e., one can
process encrypted data (query it, write into it, do anything
to it that can be efficiently expressed as a circuit) without
the decryption key. As an application, they suggested pri-
vate data banks: a user can store its data on an untrusted
server in encrypted form, yet still allow the server to pro-
cess, and respond to, the user’s data queries (with responses
more concise than the trivial solution: the server just sends
all of the encrypted data back to the user to process). Since
then, cryptographers have accumulated a list of “killer” ap-
plications for fully homomorphic encryption. However, prior
to this proposal, we did not have a viable construction.

1.1 Homomorphic Encryption

A homomorphic public key encryption scheme £ has four
algorithms KeyGen, Encrypt,, Decrypt,, and an additional
algorithm Evaluates that takes as input the public key pk, a
circuit C' from a permitted set Cg¢ of circuits, and a tuple of
ciphertexts ¥ = (i1,..., ¥¢); it outputs a ciphertext 1. The
computational complexity of all of these algorithms must
be polynomial in security parameter A and (in the case of
Evaluates ) the size of C. € is correct for circuits in Ce if,
for any key-pair (sk, pk) output by KeyGeng()), any circuit
C € Cg, any plaintexts my,...,7, and any ciphertexts ¥ =
(1,... ) with ¥ — Encryptg(pk,m:), it is the case that:

% — Evaluates (pk,C,¥) = C(my,...

By itself, mere correctness does not exclude trivial schemes.

So, we require ciphertext size and decryption time to be up-

'In particular, we could define Evaluateg(pk,C,¥) to just
output (C, ¥) without “processing” the circuit or ciphertexts
at all, and Decrypt, to decrypt the component ciphertexts
and apply C to results.

,me) = Decrypt, (sk, ¥)

Processing

Fully homomorphlc
enCrgpl-lon

2010

Calendar

2009: Gentry,
“Fully Homomorphic Encryption Using Ideal Lattices”

What if a homomorphic encryption scheme can decrypt itself
with an encrypted key

1
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* If we have a somewhat homomorphic scheme SWHE
* Such that the order the operations supports

the Eval operation of decryption Dec
i.e, f could be Dec
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Bootstrapping

 SWHE + Bootstrapping = (leveled) FHE

* Assume ¢ = Enc, (s, e;)
Keep in mind: e, is small and 61 is large

» After several HE operations (Add, Mul, etc.)
* Assume ¢; = Encg (m, e;)
* is the encryption of m under secret key s; with very large noise e,

* Denote function f. : s; = Dec (¢;)

4/3/2024 58/67



Bootstrapping Keep in mind: e, is small and 61 is large

* ¢ = Encg, (51, €;) ¢, = Encg, (m, eq)

Assume SWHE
supports Eval
Dec

* Apply f., to ¢ = Encg, (51, e;), we get

*Cy = EncSZ (fc1 (S1), 92)
= Enc,, (DecS1 (cq), ez)

= Enc,,(m, e;)

Bootstrapping: "refreshes” a ciphertext by running the decryption function on it
homomorphically, resulting in a reduced noise.

. . fresh . .
c1 under key s; with noise e; I & under key s> with noise e

Dec(cy, s1)=Dec(cy.5) and |e| < |e]
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Focus on SWHE

So, we only need to focus on the construction of SWHE
which supports the Eval operation of Dec

The scheme proposed by Gentry is rather impractical



SWHE with LWE

* |dea: Use b=As+e as a one-time pad

- secret key:s € Z.",

- message: me& Z" Y
- encryption randomness: [A,e] _ ~
- E.(m; [A,e]) = [A,b+m]

- A

Please refer to [BV11a] and [BV11b] for more details on
how to modify this to support evaluation of Dec circuit

[BV11a] Zvika Brakerski and Vinod Vaikuntanathan. Efficient fully homomorphic encryption from
(standard) lwe, in FOCS 2011
[BV11b] Zvika Brakerski and Vinod Vaikuntanathan. Fully homomorphic encryption from ring-lwe and
4/3/2024 sacurity for key dependent messages. In CRYPTO 2011 61/67



1-4 generations of FHE

A timeline of ~40 years
2013

| 2014 :: 2016
ZAMA
2009 ?
NTRU V

branch
~30 years 2012 fast bootstrapping
branch
\ 2013
- = 2020
J 1 ] 2011
2012
2010 A
1 978 leveled schemes
branch
2016

“over the integers” branch
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First 2 Generations of FHE

100000000 -
10000000 -
1000000
100000
10000
1000 -

100 -
10

1
0.1

0.01 -

0.001
0.0001

4/3/2024

infeasible

Seconds/bit

2010

1800

2011

Moore’s law

Estimated amortized time
for computing a single bit
operation on encrypted data

But this is for low depth (e.g., 10)
circuits. No bootstrapping here!

0.1
0.01
1.00E-04
YeTr
2012 2013 2014
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Ath Generation FHE (CKKS Scheme)

Homomorphic Encryption
for Arithmetic of Approximate Numbers

Jung Hee Cheon!, Andrey Kim?!, Miran Kim?, and Yongsoo Song!

1 Seoul National University, Republic of Korea
{jhcheon, kimandrik, lucius05}@snu.ac.kr
2 University of California, San Diego
mrkim@ucsd.edu

Abstract. We suggest a method to construct a homomorphic encryp-
tion scheme for approximate arithmetic. It supports an approximate ad-
dition and multiplication of encrypted messages, together with a new
rescaling procedure for managing the magnitude of plaintext. This pro-
cedure truncates a ciphertext into a smaller modulus, which leads to
rounding of plaintext. The main idea is to add a noise following sig-
nificant figures which contain a main message. This noise is originally
added to the plaintext for security, but considered to be a part of error
occurring during approximate computations that is reduced along with
plaintext by rescaling. As a result, our decryption structure outputs an
approximate value of plaintext with a predetermined precision.

We also propose a new batching technique for a RLWE-based construc-
tion. A plaintext polynomial is an element of a cyclotomic ring of char-
acteristic zero and it is mapped to a message vector of complex numbers
via complex canonical embedding map, which is an isometric ring ho-
momorphism. This transformation does not blow up the size of errors,
therefore enables us to preserve the precision of plaintext after encoding.

4/3/2024

15" and 2! Gens: mod-p numbers,
arithmetic circuits

3'4 Gen: bits, boolean circuits

4™ Gen: real (or complex) numbers,
approximate (floating pt) arithmetic
Works great in apps that use
floating point, like neural networks
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HE is getting faster 8 times every year

Bootstrapping time (Log scale, us/bit )
1-bit: 1800s

1

o

19us/bit bootstrapping

5 531-bit: 1725 time! (amortized)
2KB: 320s , ,
: I 0.29us/bit bootstrapping

I 262.5K8: 355 // time! (amortized)
262.5KB: 0.5
= o

S

2011 2013 2016 2019 2021
2
1t gen. 2" gen. 3rd gen. 4t gen. 4th gen.
(CGGI) (CKKS) (CKKS+)
rueana CRYPTO, CKKS: CPU-based, CKKS+: GPU-based
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FHE- Game changer

4/3/2024

Health data
Q Blood work

§Genomics

STDs, HIV olo Lifestyle tracking

Gov data

8 Tax evasion T Police/Justice
~7 case solving

Crime prevention

. \\
~

—=

Financial data %

, Iransaction
records it AML regulation

@l Fraud prevention |l Investments

) -

Enc(input)

>

<
Enc(output)

value—a(_:Jded
services
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FHE- Game changer

4/3/2024

Health data
Q Blood work

§Genomics

STDs, HIV 1o Lifestyle tracking

Gov data

-8 Tax evasion T Police/Justice

"7 case solving

Crime prevention

‘L Enc(input)

>

’ <

Enc(output)

Financial data
«= |Fansaction

®  records i AML regulation

@l Fraud prevention |l Investments

7

| -

value—ac_dded
services

Y privacy enforced

% consent required

data sovereignty
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FHE- Game changer

Health data N
Q Blood work

§Genomics

STDs, HIV O‘E) Lifestyle tracking

Gov data ‘\

Financial data %

, Iransaction
®  records it AML regulation

(

@l Fraud prevention |l Investments

| -

4/3/2024

-8 Tax evasion T Police/Justice >
-+~ case solving _3, <
Crime prevention

Enc(input)
value-ac_:ided
services

Enc(output)

learns nothing

Nno data breaches

irrelevant server location
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Other applications

* machine learning
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Summary

 We could build FHE from somewhat HE

* Further from lattice-based cryptography.

* FHE has a lot of applications
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Thank you
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