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Cryptocurrency

>$ 381 B

9000
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The market 
capitalization of 

Bitcion is > $381 B
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billion
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Cryptocurrency (wallet) security

>$ 381 B

70 x(>$1 B)

$ 2.66 B

>46 Hacked

The market cap of 
Bitcion is > $381 B

more than 70 had a 
market cap exceeding $1 

billion

$2.66 Billion has been 
stolen since 2012

Since 2012, at least 46 
cryptocurrencies have 

been hacked 3 / 29



List of Hacked Cryptocurrencies

https://cryptosec.info/exchange-hacks/
https://www.hedgewithcrypto.com/cryptocurrency-exchange-hacks/

Bitcoin’s Biggest loss

At the beginning of 2014, Mt Gox
was handling 70% of Bitcoi’s
transactions. 

In Feb. 2014, Mt. Gox lost about 
740,000 bitcoins (6% of all bitcoin in 
existence at the time)
due to a “leak” in the wallet.
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Loss of key = loss of money 

A transaction in bitcoin looks like

Tr1 :

Alice sends 
$100 to Bob

h=hash (Tr1)

Signature (skA, h)

Signature is the 
standard ECDSA 
proposed by NIST

The private key skA is the only 
secret that Alice uses to 
generate this transaction
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Lessons Learned

In cryptocurrency, we need to protect the private key

´ Threshold Cryptography: Distribute the trust

´ Cold Wallet: a hardware wallet only stores and protects your private key.
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Threshold Cryptography

How to address 
single-point
of failure？

The threshold approach

Yvo Desmedt. 1987. Society and group-oriented cryptography: A new concept.

-Do not put all you eggs in one basket
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Threshold signature in cryptocurrency

𝑠𝑘! 𝑠𝑘" 𝑠𝑘# 𝑠𝑘$

´Ex. At least 2 of the 4 partis 
could generate the signature

´Need cryptography tools
´Homomorphic encryption (HE)
´Oblivious Transfer
´and so on
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Threshold Cryptography Project at NIST

´ Upcoming call for standardization of threshold schemes
´ECDSA(related to cryptocurrency), EdDSA
´RSA, EC-KE, etc.

https://csrc.nist.gov/projects/threshold-cryptography 9 / 29
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A short Summary

´In cryptocurrency, loss of the private key = the loss of money

´We need to protect the private key to reduce the risk

´Threshold signature (e.g. ECDSA) helps to distribute the trust
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State-of-the-art of Threshold Cryptography 

´ Research: Paillier, CL, JL, OT

´ Industry: ZenGo, Unbounded, Coinbase, etc.

´ Government: NIST
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We focus on Threshold ECDSA

´ ECDSA
´ Digital Signature Standard using Elliptic Curve Cryptography
´ Widely deployed in cryptocurrency, such as Bitcoin etc. 

´ Threshold ECDSA
´ Protect the key by sharing it among n parties
´ Such that no fewer t users (here, t is called the threshold) 

could generate a valid ECDSA signature

single-points
of failure？

The threshold approach
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Threshold Signature (with threshold 𝑡 = 2)

´ KeyGen: The signing key is secretly shared across n
parties

´ Interaction: The t parties may collaborate to 
generate the signature.

´ Correctness: sign a message in a threshold manner
´ Security: 

´ Any 𝑃% can not forge signature alone, or learn anything on 𝑠𝑘

𝑃! 𝑃"
𝑠𝑘!, 𝑚 𝑠𝑘", 𝑚

𝜎 = ECDSA(𝑠𝑘,𝑚)
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State-of-the-art in Research

´ Homomorphic Enc: CL

Lin
C17

DKLS
S&P18

´ Homomorphic Enc: Paillier

´ Oblivious Transfer (OT)

CCL+
C19

LN
CCS18

GG
CCS18

CGG+ 
CCS20

DKLS
S&P19

CCL+
PKC20

YXC
PKC21

´ Homomorphic Enc: JL XAL22

XAX
+
CCS
21
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Online

Message
dependent 

Offline

Message
independent  

Previous works

´ According to the message (that we would like to sign) is 
needed or not, 

´ Offline: Message independent  

´ Online: Message dependent  

´ Online cost is less, the better

𝑃! 𝑃"
𝑠𝑘! 𝑠𝑘"

𝜎 = 𝐸𝐶𝐷𝑆𝐴(𝑠𝑘,𝑚)
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Online

Message
dependent 

Offline

Message
independent  

Previous works （in case t =2）

𝑃! 𝑃"
𝑠𝑘! 𝑠𝑘"

𝜎 = 𝐸𝐶𝐷𝑆𝐴(𝑠𝑘,𝑚)

𝑚

Schemes Offline Online

[Lin17, CCL+19] Enc Dec

[LN18] 2*MtA MtA

[GG18, CCL+20,YXC21] 4*MtA Fast

[DKLS18] 2~3*MtA Optimal

[CGG+20, DKLS19] 4*MtA Optimal
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Online

Message
dependent 

Offline

Message
independent  

Previous works （in case t =2）

𝑃! 𝑃"
𝑥! 𝑥"

𝜎 = 𝑆𝑖𝑔𝑛(𝑠𝑘,𝑚)

𝑚

Schemes Offline Online

[Lin17, CCL+19] Enc Dec

[LN18] 2*MtA MtA

[GG18, CCL+20,YXC21] 4*MtA Fast

[DKLS18] 2~3*MtA Optimal

[CGG+20, DKLS19] 4*MtA Optimal

Multi-to-Add protocol

Paillier ~240ms ~9KB

CL ~1200ms ~2KB

OT cheap ~90KB

Costly

Paillier ~10ms ~1KB
CL ~200ms ~200B
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Online

Message
dependent 

Offline

Message
independent  

What we could do, and have done

𝑃! 𝑃"
𝑥! 𝑥"

𝜎 = 𝑆𝑖𝑔𝑛(𝑠𝑘,𝑚)

𝑚

Schemes Offline Online

[Lin17,CCL+19] Enc Dec

[LN18] 2*MtA MtA

[GG18, CCL+20,YCX21] 4*MtA Fast

[DKLS18] 2~3*MtA Optimal

[CGG+20, DKLS19] 4*MtA Optimal

? 1*MtA Optimal

Haiyang Xue, Man Ho Au, Xiang Xie, Tsz Hon Yuen, Handong Cui: Efficient friendly Two-party ECDSA. ACM CCS 2021
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Online

Message
dependent 

Offline

Message
independent  

What we could do, and have done

𝑃! 𝑃"
𝑥! 𝑥"

𝜎 = 𝑆𝑖𝑔𝑛(𝑠𝑘,𝑚)

𝑚

Schemes Offline Online

[Lin17,CCL+19] Enc Dec

[LN18] 2*MtA MtA

[GG18, CCL+20,YCX21] 4*MtA Fast

[DKLS18] 2~3*MtA Optimal

[CGG+20, DKLS19] 4*MtA Optimal

Our work: 2ECDSA 1*MtA Optimal

Haiyang Xue, Man Ho Au, Xiang Xie, Tsz Hon Yuen, Handong Cui: Efficient friendly Two-party ECDSA. ACM CCS 2021
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State-of-the-art in Industry

https://github.com/ZenGo-X/multi-party-ecdsa 21 / 29



State-of-the-art in Industry

https://github.com/coinbase/kryptology

Coinbase
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Government-NIST

Presentation from NIST at CRYPTO 2022

Contribute to NIST’s Threshold standardization?

20
23

20
24

? 
1s

t  

20
25

? 
2e

d 
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Applications

´ Threshold signature could be used to enhance security whenever a signature 
is used.

´ Direct applications
´Blockchain-based cryptocurrency
´NFT (non-fungible token)

´ Authentication
´Certificate authentication (CA)
´etc.
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Take-home points

´ In cryptocurrency, we should protect the private key

´ Threshold cryptography (especially, ECDSA) can provide a high level of 
private key protection

´ It involves several cryptographic tools (homomorphic enc, oblivious transfer, 
etc.)

´ More efforts should be done to standardize threshold schemes.
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Thank you
Q & A

Emails to haiyangxc@gmail.com are welcome.
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Preliminary: Homomorphic Encryption

´ Additive Homomorphic Encryption Scheme:

Enc 𝑚% +𝑚& = Enc 𝑚% ⊕Enc(𝑚&)

Enc 𝑎 ⋅ 𝑚 = Enc 𝑚 ' = 𝑎 ⊙ Enc(𝑚)

Schemes over Message Space

Paillier 𝑍#! (𝑁 is RSA modulus) 𝑍#

CL Encryption Class group 𝑍$ ( =#𝐺 )
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Paillier Encryption

´ Let 𝑁 = 𝑝𝑞 be RSA modulus.  Secret key: 𝜙(𝑁) public key : 𝑁

Enc 𝑚 = c = 1 + N ! 𝑟" 𝑚𝑜𝑑 𝑁#

c$(") = 1 +𝑚 𝜙 𝑁 𝑁 𝑚𝑜𝑑 𝑁#
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Oblivious Transfer (OT)

OT
𝑚&, 𝑚! 𝑏 ∈ {0, 1}

𝑚'

OT is a fundamental primitive of multiparty computation (MPC).
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