
SIAKE

Äu�ÛÉÓ�@y�����Æ∗

1�Ó�{`²

J�<µÅ°�§´z�§��+§Xt§MD§åo�§o�

2019c 10� 20F

∗Å°�d±e�8]Ï:I[g,�ÆÄ7(�81OÒ:61602473)§/�nÊ0I[�èuÐÄ7(�KÒµ

MMJJ20170116). ´z�d±e�8]ÏµI[g,�ÆÄ7(�81OÒ:61572495)§/�nÊ0I[�èuÐ

Ä7(�KÒµMMJJ20170123). o�dI[g,�ÆÄ7(�81OÒ:61772515)]Ï. ��+dI[g,�ÆÄ

7(�81OÒ:61502487)]Ï. XtdI[g,�ÆÄ7(�81OÒ:61802401)]Ï.

1



Á�

SIAKE (Supersingular Isogeny based Authenticated Key Exchange)�{�Äu�

ÛÉý��Ó¯K�O�Ûª@y�����Æ§ÙÌ�Eâ5u�{�Oìè

�n�©Ù [XLL+18, XXW+19, XAY+19]. äN/§Äu [XLL+18]¥JÑ�V��

ú�\��{§(Ü [XXW+19]¥JÑ�=�µe§·��O
 2Ó�@y�����

Æ SIAKE¿y²Ù3²;�Åýó�.e�S�5. ¿��3 [XAY+19] ¥y²
Ùþ

f�Åýó�.e�S�5.

·�3²;�.Úþf�.ey²
�{�nØS�5. 3²;Úþf�Åýó�

.e§Äu�½ SIDHb�§SIAKE |±?¿5þ¿÷v CK+ S�5. =|±^r?

¿5þ!÷vfc�S�5!-| KCIôÂ!-|MEXôÂ.

� NIST�þf�è�{IOÿÀ�{¥����ÛÉÓ�{ SIKE�'§SIAKE

�`:´Jø
@y5§¿�Ä
@y�����Æ¥A�´�r��'ÃôÂUå§

Jø
fc�S�5!?¿5þ!-| KCI ôÂÚ-|MEXôÂS�5; �±Jøþ

f�Åýó�.e�S�5¶äk4$��°Ï&þ¶du�{��¬z�OA:§?

¿.�ÓO�Ú�ëê�U?Ú`zÑ�±A^�T�{¥.

2



8¹

1 Ä��£�óä 4

1.1 êÆÄ:Ü© . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

1.2 Jao-De Feo SIDH ����±9{z£ã . . . . . . . . . . . . . . . . . 8

1.3 äNXÛL«ëê±9?1Ó�O� . . . . . . . . . . . . . . . . . . . 9

1.4 (J¯Kb� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

1.5 @y�����ÆS��. . . . . . . . . . . . . . . . . . . . . . . . . . 12

1.6 V��\��{-2-Key PKE . . . . . . . . . . . . . . . . . . . . . . . . . 14

2 �{£ã 16

2.1 ÄuÓO�� 2-Key PKE . . . . . . . . . . . . . . . . . . . . . . . . . 16

2.2 SIAKE|¤ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19

3 �O�n 21

3.1 Ì�üÑ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

3.2 ëêÀJ±9÷v�¦��½ëê . . . . . . . . . . . . . . . . . . . . . 23

4 S�5©Û 32

4.1 ²;Úþf�.e-|ôÂa. . . . . . . . . . . . . . . . . . . . . . . . 32

4.2 -|ôÂa. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

4.3 ¢SôÂ�{�E,Ý . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

5 5U©Û 35

5.1 �Ïúh�º� . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

5.2 Ï&þ . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

5.3 O�E,Ý . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

6 `":(² 37

6.1 `: . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

6.2 ": . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37

3



1 Ä��£�óä

�!0��
n) SIAKE¤7L�Ä��êÆ�£!David Jao �<J�� NIST

� SIKE [JAC17] ¥�Ä:����Ó�{!�ÛÉÓ�'�(J5b�!@y�

����Æ� CK+S��.§±9V��ú�\��Y�½Â.

1.1 êÆÄ:Ü©

1.1.1 k��

�´�±?1oK$��8Ü§k��´���êk���. �Ò´`§k��

´3Ùþ½Â
\{Ú¦{ü«$��k�8Ü§ù�k�8Üé\{¤+§�K

\{�ü � 0��f8Üé¦{¤+§�¦{é\{k©�Æ.

k���´�èÆ¥~^�k��. k����´�{ü�k��§Ù���ê

��ê. � p´���ê. ·�P¹ p����k���Fp§ÙÏ~��E´^�ê
�Z� pZ��� p�8Ü§Ùþkg,½Â�\{Ú¦{§§�U«Z�\{Ú¦{
¿� p��.

�E,�k���±ÏL�*Ü��{��. k��ÏL�*Ü��k��

�*ÜL§�½´�ê*Ü. �Fq´��äk q£Ø�½´�ê¤����k��§

f(X) ∈ Fq[X]´Ùþ���ngØ��õ�ª§α´§����. ·��±w�§^α

�O�½�X ���Fq þ�õ�ª�Fq[α]Ú�ì�ê���ê��{§dFq[X]

� f(X)����Ó�§=kFqn = Fq[α] ∼= Fq[X]/〈f(X)〉 ´���. lù��E�{

�±wÑ§Fqn´k��Fqþ���n��5�m§1, α, α2, . . . , αn−1´�|Ä.

��5`§k��Fq þ�¹��k����Ùf�§~XFq �¦{ü � 1

��N�ê�¤��k���Fp. �âþ¡�Øã§Fq´Fp�*�§ÏdÙ��
�ê7� p���§=k��ê s§¦� q = ps. d�·�`�Fq �A�� p§P

� char(Fq) = p.

3|^�ÛÉý���Ó$��E��èXÚ¥§·�~~rý��½Â

3�aAÏ� p2�k��þ. ùak���A�´/� p = 2e23e3 −1��ê§Ù¥ e2§

e3´��ê. e e2 ≥ 2§K p ≡ 3 mod 4§l−1´� p��g��{§ÏdX2 + 1

´Fp[X]¥�Ø��õ�ª. P§����� i§KkFp2 = Fp[i] ∼= Fp[X]/〈X2 + 1〉.
w,§Fp2¥����±L«� a + b · i§Ù¥ i2 + 1 = 0, a, b ∈ Fp. Fp2þ�\{

úª� (a1 + b1 · i) + (a2 + b2 · i) = (a1 + a2) + (b1 + b2) · i§0 �\{ü �¶¦{úª

� (a1 + b1 · i) · (a2 + b2 · i) = (a1a2 − b1b2) + (a1b2 + b1a2) · i§1�¦{ü �.
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1.1.2 �ÛÉý��

½Â3k��Fq(char(Fq) 6= 2, 3)þ�ý��EÑ�d/X

y2 = x3 +Ax+B

��§½Â§Ù¥A,B ∈ Fq÷v 4A3 + 27B2 6= 0. ý��þ¤k�I3Fq ¥�:
£¡�Fq-kn:¤¤�¤�8ÜP�E(Fq), =

E(Fq) = {(x, y) ∈ F2
q | y2 = x3 +Ax+B} ∪ {O},

Ù¥O´Ã¡�:. ·�k��!9�I3Fq��ê4� F̄q£¹Fqþ¤kõ�ª�
�����¤�:8E(F̄q).

ý��þ�:éu/u�Æ0½Â�+$��¤����+§Ù¥Ã¡�:O
´ü �. d/u�Æ0�±��P + Q�I�P,Q�I�m��ê'X. AO/§

éE(Fq)¥:?1\{Ú¦_$�¤�:��I�,3Fq¥§Ïd§E(Fq)�´��
+.

-P = (xP , yP )ÚQ = (xQ, yQ)´E(Fq)¥�Ø�uO�ü�:, KP +Q = R =

(xR, yR)��I�±ù�O�µ

1. exP 6= xQ§KxR = λ2−xP−xQ, yR = λ(xP−xR)−yP ,Ù¥λ = (yP−yQ)/(xP−
xQ)¶

2. exP = xQ§�yP 6= yQ§KR = O¶

3. eP = Q§�yP 6= 0§KxR = λ2 − 2xP , yR = λ(xP − xR) − yP , Ù¥λ =

(3x2
P +A)/2yP¶

4. eP = Q§�yP = 0§KR = O.

kn:+E(Fq)¤¹:��ê¡�§��§P�#E(Fq). ½Â3A� pk��Fq
þ�ý��E¡�´�ÛÉ�§XJ#E(Fq) ≡ 1 ( mod p ). ¯¢þ§§é¤k��

ên ≥ 1÷v#E(Fqn) ≡ 1 ( mod p ). �ÛÉý���kÙ¦�d�½Â§'Xp-L

�+E[p] = {P ∈ E(F̄q)| pP = O}�¹O, gÓ��EndF̄q
(E)´�����.

ý��E : y2 = x3 +Ax+B� j-ØCþ½Â�

j(E) = 1728
4A3

4A3 + 27B2
.

XJ j(E) = 0§K�/ª� y2 = x3 + B¶XJ j(E) = 1728§K�/ª� y2 =

x3 +Ax. �½ j0 ∈ Fq(j0 6= 0, 1728), Ký��

y2 = x3 +
3j0

1728− j0
x+

2j0
1728− j0
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� j-ØCþ�u j0. ½Â3Fqþ��ÛÉý��� j-ØCþÑ¹3Fp2¥(Ù¥ p =

char(Fq)), �ê��� p/12, Ù¥kO(
√
p log p)� j-ØCþ3��Fp¥.

1.1.3 Ó

�E1!E2�½Â3Fqþ�ü^ý��. XJ�3��φ : E1 → E2Nü �O
�ü �O, K¡φ�Ó. ÓφÏ~dE1þ�kn¼êL«. ·���Ä½Â3Fq
þ�Ó§=φ�L«�

φ((x, y)) = (f(x), yg(x)),

Ù¥ f(x), g(x)´Fqþ�kn¼ê. ·��±ò fL«�Fqþü�p�õ�ª p(x), q(x)

�û f(x) = p(x)/q(x). KÓφ�gê½Â� deg(φ) = max{deg(p(x)),deg(q(x))}.
XJE1�E2m�3½Â3Fq þ�Ó§K¡E1�E2´Fq-Ó�. ý��E1

�E2´Fq-Ó���=�#E1(Fq) = #E2(Fq).
�½ÓN�φ : E1 → E2, ·�¡

ker(φ) = {P ∈ E1(F̄q)|φ(P ) = O}.

�φ�Ø. §���Ø deg(φ). �#ker(φ) = deg(φ)�, ·�¡φ´�©Ó§ÄK¡φ

´Ø�©Ó. òý��E1 : y2 = x3 + A1x+B1��§Xê� p = char(Fq)g��
�ý��E

(p)
1 : y2 = x3 +Ap1x+Bp

1 , KFrobeniousN�

Frob : E1 → E
(p)
1 , (x, y) 7→ (xp, yp)

´��gê� p�Ø�©Ó. ?�ÓφÑ�©)¤�X�FrobeniousN���©Ó

�EÜN�.

éuE(F̄q)�?¿k�f+H, �3Ó�¿Âe���ý��E′ Ú�©Ó

φ : E → E′¦� ker(φ) = H. ùp�E′Ï~P�E/H. Óφ = (α1, α2)�Xe�

Ñ:

α1(P ) =
∑
Q∈H

x(Q+ P )−
∑

Q∈H,Q 6=O

x(Q),

α2(P ) =
∑
Q∈H

y(Q+ P )−
∑

Q∈H,Q6=O

y(Q).

d\{úª�O�φ9E/H�²(L�ª(Vélu úª). XJH´Fq-kn�§
= {(xq, yq)|(x, y) ∈ H} ∪ {O} = H, @o�3½Â3Fq�ý��E′ÚFq-kn��
©Óφ.
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~1.1. �ÄF11þ�ý��E : y2 = x3 + x+ 3. �H1´d 2�: (3, 0))¤�f+.

éu��:P = (x, y) ∈ EkP + (3, 0) = (3x+8
x+8

, 5y
(x+8)2

)§�

α1(P ) =
3x+ 8

x+ 8
+ x− 3 =

x2 + 8x+ 6

x+ 3
,

α2(P ) =
5y

(x+ 8)2
+ y − 0 =

(x2 + 5x+ 3)

(x− 3)2
y.

?�±(½α1, α2÷vα2
2 = α3

1 + 4α1 + 9, =E/H1d y2 = x3 + 4x+ 9½Â. �H´

d 9�� (4, 4))¤�f+, H2´d 3(4, 4) = (1, 4))¤� 3�f+. KE′ = E/H2�

d y2 = x3 + 5x+ 5½Â, φ2 : E → E′d

(x, y) 7→ (
x3 + 9x2 + 9x+ 1

(x+ 10)2
,
x3 + 8x2 + 6x

(x+ 10)3
y)

�Ñ. �±�yφ2(4, 4) = (4, 10)´E′þ� 3��. Ó��O�E′′ = E′/〈(4, 10)〉 ��
§ y2 = x3 + 3x+ 1ÚÓφ3 : E′ → E′′�L�ª

(x, y) 7→ (
x3 + 3x2 + x+ 9

(x+ 7)2
,
x3 + 10x2 + 8x

(x+ 7)3
y).

�±�yÓφ3 ◦ φ2 : E → E′ → E′′´±H�Ø�Ó.

duVélu úª�E,Ý�O(#H), éu�
AÏ��/�±ÏLO�Óó5ü

$O�E,Ý(Xþ~). � l ´� char(Fq)p���ê, H´d le�:P )¤�Ì�+.

Kφ : E → E/H�d e� l-gÓEÜ��:

• Ï le−1P ´ l�:, �k l-gÓφ0 : E → E1 = E/〈le−1P 〉§P ��:P1 = φ0(P )

�� le−1.

• e®O�Ñψ : E1 → E1/〈P1〉, KKer(ψ ◦φ0) = φ−1
0 (〈P1〉) = H, =φ = ψ ◦φ0. Ó

n, �O� l-gÓφ1 : E1 → E2 = E1/〈le−2P1〉9 le−2�:P2 = φ1(P1). ·��

IO�ϕ : E2 → E2/〈P2〉, lkψ = ϕ ◦ φ1, φ = ϕ ◦ φ1 ◦ φ0. dd�wÑ§��

�e�¬��l-gÓφ0, φ1, . . . , φe−1¦�φ = φe−1 ◦ · · · ◦ φ1 ◦ φ0.

1.1.4 å©�

��{ÀJ�å©��SIDH��ÛÉå©�

E0(Fp2) : y2 = x3 + x,

�÷v#E0(Fp2) = (2e13e2)2. Ù j-ØCþ� 1728.

ÀJE0[2e1 ]��|Z-Ä {P1, Q1}, E0[3e2 ]��|Z-Ä {P2, Q2}, ¿-R1 = P1 −
Q1, R2 = P2 −Q2. éui = 1, 2, PPi = (xPi

, yPi
), Qi = (xQi

, yQi
), Ri = (xRi

, yRi
).
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E0 EA = E0/〈RA〉

EB = E0/〈RB〉 EAB = E0/〈RA, RB〉

φA

φB φAB

φBA

ã 1: SIDH

1.2 Jao-De Feo SIDH ����±9{z£ã

·�ùp£ã JaoÚDe Feo�Ñ�Äu�ÛÉÓ������Æ-SIDH [JD14].

- p = le11 l
e2
2 · f ± 1 �����ê, Ù¥ l1 Ú l2 �ü���ê, ¿� f ����Xê.

·��±½Â�� Fp2 þ��ÛÉ� E0§÷v |E0(Fp2)| = (le11 l
e2
2 · f)2. - Zm ��

m��{a��. éum ∈ {le11 , l
e2
2 }§E0[m] ' Zm × Zm. -: P1, Q1 � E0[le11 ]�)¤

�§: P2, Q2 � E0[le22 ]�)¤�. ú�ëê�(E0;P1, Q1;P2, Q2; l1, l2, e1, e2).

SIDH�����ÆXã 1¤«. Alicel Zle11 ¥ÀJh� ka ¿O�Ó φA : E0 →
EA§¦�Ø�f+ 〈RA〉 = 〈P1 + [ka]Q1〉. ��ux EA Úü�9Ï: φA(P2), φA(Q2)

� Bob. aq/§Bob l Zle22 ¥ÀJ kb ¿O�Ó φB : E0 → EB ¦�Ø�f+

〈RB〉 = 〈P2 + [kb]Q2〉. Bobux EB Úü�9Ï: φB(P1), φB(Q1)� Alice. �
O�

¬{��, Alice O�Ó φBA : EB → EBA ¦�Ø�d φB(P1) + [ka]φB(Q1))¤�

f+. aq/, BobO�Ó φAB : EA → EAB ¦�Ø�d φA(P2) + [kb]φA(Q2))¤

�f+. du φAB ◦ φA Ú φBA ◦ φB äk�Ó�Ø 〈RA, RB〉, AliceÚ Bob �±O�Ñ

�Ó� j-ØCþ j(EAB) = j(EBA).

du¦^ [FTTY18]�Ñ�{z£ã§�k|uéu�{�£ã. ·�ùp�Ñ{

z�£ã. - {t, s} = {1, 2}, ¿P g = (E0;P1, Q1, P2, Q2) Ú e = (l1, l2, e1, e2). ·�½

Âe¡��ÛÉÓ�Ú9Ï:Xe

SSECp = {supersingular elliptic curves E over Fp2 with E(Fp2) ' (Zle11 l
e2
2 f )2};

SSECA = {(E;P ′t , Q
′
t)|E ∈ SSECp, (P

′
t , Q

′
t) is basis of E[lett ]};

SSECB = {(E;P ′s, Q
′
s)|E ∈ SSECp, (P

′
s, Q

′
s) is basis of E[less ]}.
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-a = ka ¿b = kb, ·�½Â,

ga = (EA;φA(Pt), φA(Qt)) ∈ SSECA,

where RA = Ps + [ka]Qs, φA : E0 → EA = E0/〈RA〉;

gb = (EB;φB(Ps), φB(Qs)) ∈ SSECB,

where RB = Pt + [kb]Qt, φB : E0 → EB = E0/〈RB〉;

(gb)a = j(EBA),where RBA = φB(Ps) + [ka]φB(Qs),

φBA : EB → EBA = EB/〈RBA〉;

(ga)b = j(EAB), where RAB = φA(Pt) + [kb]φA(Qt),

φAB : EA → EAB = EA/〈RAB〉.

Äuù
ÎÒ SIDH �����Æ��²;� Diffie-Hellman �����Æ. �Ò´

ú�ëê� g Ú e. AliceÀJh� a ¿ux ga � Bob, BobÀJh�b ¿ux gb �

Alice. �Ó¬{��� j = (gb)a = (ga)b.

1.3 äNXÛL«ëê±9?1Ó�O�

1.3.1 XÛL«�99Ï:

X1 1.2¤«§3����¥§Alice�ux EA Úü�9Ï: φA(P2), φA(Q2)�

Bob§Bob�uxEB Úü�9Ï:φB(P1), φB(Q1) � Alice. Ù¢�±¦^n��I5

L«ù
&E§¿�TL«�{�knd¦^�p��ÓO��{. ©z [CLN16]u

yÙ¢¦^n�:�î�IÒ�±L«� EA Úü�: φA(P2) = (xφA(P2), yφA(P2)),

φA(Q2) = (xφA(Q2), yφA(Q2)) ( [CLN16] 16!“Key Generation”). äN5`� EA

�I��� Montgomery Xê a 5(½"du�½ (xφA(P2), xφA(Q2), xφA(R2)) (Ù¥

R2 = Q2 − P2, xφA(R2) � φA(R2) �î�I) Ò�±(½ Montgomery Xê a l

(½ EA (äNúª� [CLN16] 16!“Key Generation”). Ïd¦^� EA Úü�

:φA(P2), φA(Q2)�L«�{�±Ú (xφA(P2), xφA(Q2), xφA(Q2−P2)) �n:î�I�{

�p=�.

�,ÓO��Ð©�Ú¥m(J��±¦^n�î�I�{L«. 'X3ú�

ëê¥� P1, Q1, P2, Q2 Ñ�±¦^î�I¿O\ü�: R1 = P1 −Q1, R2 = P2 −Q2

5L«. äN5`§ÀJE0[2e1 ]��|Z-Ä {P1, Q1}, E0[3e2 ]��|Z-Ä {P2, Q2}, ¿
-R1 = P1 − Q1, R2 = P2 − Q2. éui = 1, 2, PPi = (xPi

, yPi
), Qi = (xQi

, yQi
),

Ri = (xRi
, yRi

).
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1.3.2 XÛ?1Ó�O�

�!?Ø�½ g, aXÛO� ga, ±9�½ ga, bXÛO� (ga)b�¯K.

X 1.1.3¤«§Ó�O��±ÏLÓóü$O�E,Ý. �Ò´ lelgÓφ�

±©)¤ el� lgÓ�EÜN�, ·��±ÏLO� el� lgÓ��φ. Xc¤ã§

éz�Óψ : E 7→ E′, R 7→ ψ(R)Ñ�3kn¼ê f¦�xψ(R) = f(xR). 3e¡ü�

O� gaÚ (ga)b ��{¥§1 i� lgÓx-�IN�¤éA�¼ê fP� fi.

O� ga.

�½ú�ëêÚh� g Úa ∈ Zlett KO� ga �Ò´Ó φ : E0 → E0/〈Pt + [a]Qt〉
±99Ï: φ(Ps), Qs (Ù¥ {t, s} = {1, 2}). ¦^î�I�L«�{§�{�Ñ\
� a ∈ Zlett ,±9 (xPs

, xQs
, xRs

), (xPt
, xQt

, xRt
) , K gaX�{ 1¤«.

Algorithm 1 ga

ú�ëê: p = 2e13e2 − 1, g, Ù¥�¹ E0, {xP1
, xQ1

, xR1
}, {xP2

, xQ2
, xR2

}
Ñ\: a

ÑÑ: ga

-xS ← xPt+[a]Qt
;

-(x1, x2, x3)← (xPs
, xQs

, xRs
);

For i from 0 to et − 1

1. O� lt-Óφi : Ei → E′, (x,−) 7→ (fi(x),−),

¦� ker(φi) = 〈[let−i−1
t ]S〉,Ù¥S´Eiþx-�I�xS�:.

2. -Ei+1 ← E′

3. -xS ← fi(xS)

4. -(x1, x2, x3)← (fi(x1), fi(x2), fi(x3))

ÑÑ ga = (x1, x2, x3).

e¡·�Å�)º�{ 1 ¥��é. Äk£Á1 1.1.3!¥“φ�dü�Fqþ�k
n¼ê f(x)!g(x)L«§§�÷vφ((x, y)) = (f(x), y · g(x))”. ¿�Ù¢��O�î

�If(x) Ò1. Ù¥§“- xS ← xPt+[a]Qt
” Ò´O� Pt + [a]Qt �î�I§l(½

R0 = 〈Pt + [a]Qt〉. ForÌ�¥1 11§Ò´O� φi ¿�� Ei+1 ¦�Ø� 〈let−i+1
t ]Ri〉.

�þ¡£Á���§φi �±d��kn¼êfi(x) L«. ¤±ùpÒ´φi : Ei → E′�

±L«¤(x,−) 7→ (fi(x),−). @oùp�ØÒ´ Ri = fi−1(Ri−1). ùÒ´��ok1

31 ('X� i = 1�§ R1 = S = (f0(x),−) )��Ï. ForÌ�¥1 21§Ù¢Ò´þ

¡O�Ñ5� E′Øä/Cz�§�Ò´

E0
orf0−−→
φ0

E1
orf1−−→
φ1

· · ·
orfet−−−→
φe1

Eet .
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For Ì�¥141Ò´O�(φi((x1, y1)), φi((x2, y2)), φi((x3, y3))).

O� (ga)b.

�½h� b ∈ Zless Ú ga(äNL«� (xP ′s , xQ′s , xR′s)), (ga)b KO� ga éA�

�E′0, ¿O�ÚÑÑ�E′0/〈P ′s + [b]Q′s〉� j-ØCþ. X�{ 2¤«.

Algorithm 2 (ga)b

ú�ëê: p = 2e23e3 − 1

Ñ\: secret key b, public key ga = (xP ′s , xQ′s , xR′s)

ÑÑ: j-ØCþ j

d gaO��E′0; (äN�{� [CLN16]16!“Key Generation”)

-xS ← xP ′s+[b]Q′s
;

-(x1, x2, x3)← (xP ′s , xQ′s , xR′l);

For i from 0 to es − 1

1. O� ls-Óφi : E′i 7→ E′, (x,−) 7→ (fi(x),−),

¦� ker(φi) = 〈[les−i−1
s ]S〉, Ù¥S´E′iþx-�I�xS�:.

2. -E′i+1 ← E′

3. -xs ← fi(xS)

4. - (x1, x2, x3)← (fi(x1), fi(x2), fi(x3))

ÑÑ j(E′es).

1.4 (J¯Kb�

·�ùp£ãÓ¥�IO(J¯K. -{s, t} = {1, 2}, g Ú eX 1.2 !¤«.

½Â1.1 (O� SIDHb�/SI-CDH Assumption [JD14, FTTY18]). O� SIDH¯K´

�,�½ú�ëê g, e, Ú ga, gb§Ù¥ a← Zless , b← Zlett , O� j-ØCþ (ga)b = (gb)a.

éu?¿�õ�ª�m A, ·�½Â)ûO� SIDH¯K�`³�

AdvsicdhA = Pr[j′ = (ga)b|j′ ← A(g, e, ga, gb)].

O� SIDHb��: éu?¿�õ�ª�m��{ A, )ûO� SIDH¯K�`³´�

�Ñ�.

½Â1.2 (�½ SIDHb�/ SI-DDH Assumption [JD14, FTTY18]). - D0 Ú D1 �X

eü�©Ù:

D1 :={e, g, ga, gb, (ga)b|a← Zless , b← Zlett }

D0 :={e, g, ga, gb, (gs)t|a, s← Zless , b, t← Zlett }

11



�½ SIDH¯K�éu�ÅÀJ� b ← {0, 1} Ú©Ù Db ßÿ b�¯K. éu?¿�V

Çõ�ª�m A§)û�½ SIDH ¯K�`³Xe§

AdvsiddhA = Pr[b′ = b|b′ ← A(db ← Db), b← {0, 1}]− 1/2.

�½ SIDHb��: éu?¿�VÇõ�ª�m A)û�½ SIDH¯K�`³´��

Ñ�.

1.5 @y�����ÆS��.

@y�����Æ��.�)BR�.[BR93], CK�.[CK01]§eCK�.[LLM07]

ÚCK+�.[FSXY12]. CK+ �.´[FSXY12] éuHMQV [Kra05] �YS�5�o(

�În§�@�´@y�����Æ�r�S��.��. CK+ S��.Ø=�)CK

�.�Ä��¦§��Ä
���³�CôÂ(KCI), ���¦ôÂ(MEX) Úfc�S

�5(wPFS)§¿�|±?¿5þ. Ïd§CK+ �.�@�´8cnØþéôÂa.C

X��¡�S��..

·���!�ÑCK+ S��.�£ã[FSXY12]. ·�ùp�Ñ2Ó�Æ���.

3@y�����Æ¥, Ui P¹��eI�i �^r, ¿�z��^r´��VÇ

õ�ª�m�ã(Å.b�z��^rUi k�é�Ï�úh�é(ski, pki),¿ÏLCAÚ

^r��°Ui ?1úm��y��½. éuCAvkÙ¦��¦§AO´Ø�¦CA�

y5þöy²éh�&E��¡5§½ö�Ïú��Ü{5.

¬{. z�^rÑ�U�Ä-¹��¬{- session. �^r�Â�(Π, I, UA, UB) ��

E¬��uåöuå�g¬{§��UÂ��E(Π,R, UB, UA, XA) ¿��A�ö£E

�E§Ù¥Π I£�Æ�, I ÚR ©O�LuåöÚA�ö. XJ�-¹uå�g¬

{(Π, I, UA, UB), UA ¡�¬{�uåö. ��E(Π,R, UB, UA, XA)-¹�{, UB ¡�

A�ö.

�âØÓ�Æ��½, ^r)¤¡���h�-ephemeral secret key ��Åê, O

�¿�±��¬{SÜG�session state, )¤¿ux�E, O�¬{��¿ÞØ¬{G

�. Canetti-Krawczyk [CK01] ½Â
¬{SÜG��´vk�½äN��. LaMacchia

�[LLM07] )º��Åê¿¡���h�ephemeral secret key. ·�ùp�¦¬{SÜ

G����¹��h�.

�g¬{�k�U3)¤¬{��c¥�. uåöUA )¤¿ux�EXA, ��

k�UlA�öUB Â�a.�(Π, I, UA, UB, XA, XB) ��E, ¿k�UO�¬{�

�SK. ���A�öUB ÑÑuxXB, ¿k�UO�¬{��SK. XJ�g¬{�P

köO�Ñ¬{��§·�Ò¡T¬{�¤.

zg¬{kPkö§�éöÚ¬{id. XJUA ´uåö, K¬{id�sid =

(Π, I, UA, UB, XA)½ösid = (Π, I, UA, UB, XA, XB). TP{´�UA ´Pkö§UB
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´�éö. XJUB ´A�ö§¬{idP�sid = (Π,R, UB, UA, XA, XB), ´�UB ´P

kö§UA ´�éö. (Π, I, UA, UB, XA, XB) ��é¬{�(Π,R, UB, UA, XA, XB)§

��½,.

'ÃUå. ·�ÏL±e�ªÎ¯��ª�['ÃA3ý¢�¸¥�ôÂ. 'Ã�±�

��ä¿�±¼��
��&E.

• Send: Auxe¡a.��E(Π, I, UA, UB), (Π,R, UB, UA, XA),½(Π, I, UA, UB,
XA, XB), ¿¼�£A.

• SessionKeyReveal(sid): XJ��¬{sid ®²�¤, KA �±¼�sid �¬{��.

• SessionStateReveal(sid): XJ¬{vk�¤§'ÃA�±¼�¬{sid�SÜG�.

¬{G��)¤k�SÜG�§�´Ø�)9�ÞØ�&E§�Ø�)�Ïh�.

• Corrupt(Ui): 'ÃA �±¼�Ui �¤k&E. lUi �Corrupt��å§Ù¤k1

��±�A¤��.

#m¬{. -sid∗ = (Π, I, UA, UB, XA, XB) ½(Π, I, UA, UB, XA, XB) �^rUA �^

rUB �m��¤¬{. XJsid∗ ��é¬{�3§P�sid
∗
. ·�¡¬{sid∗ �

#m�§XJA Ø?1Xe�¯: 1)XJsid
∗
�3SessionStateReveal(sid∗), Session-

KeyReveal(sid∗), ÚSessionStateReveal(sid
∗
), SessionKeyReveal(sid

∗
); 2)XJsid

∗
Ø�3§

SessionStateReveal(sid∗) ÚSessionKeyReveal(sid∗).

S�¢�. 'ÃA �±?1Xþ�¯§¿ÀJ��8I¬{?1ôÂ. ]ÔöÀJ��

�Å'Ab. XJb = 1, )¤¿�£�Å���¬{��; XJb = 0, ]Ôö�£ý¢¬

{��. 'ÃUY?1�¯Ôö. 'Ãßÿ��'Ab′, XJb′ = b K¡'ÃI�¢�.

'ÃA �`³½Â�AdvCK+

Π (A) = Pr [A wins]− 1
2
.

½Â1.3. XJ±e^�÷v§·�¡@y�����ÆΠ ´3CK+ �.eS��.

���(((555-Correctness: ª¢^r�±�(O�¬{��§u)�Ø�VÇ���Ñ�.

SSS���555-Soundness: XJ±e�/��e§éu?¿õ�ª�m�'ÃA, �é8I
¬{sid∗�`³AdvCK+

Π (A) ´��Ñ�,

1. sid
∗
Ø�3§¿�sid∗ Pkö��Ïh��¦�'ÃA.

2. sid
∗
Ø�3§¿�sid∗ Pkö���h��¦�'ÃA.

3. sid
∗
�3§¿�sid∗ Pkö��Ïh�Úsid

∗
Pkö���h��¦�'ÃA.

4. sid
∗
�3§¿�sid∗ Pkö���h�Úsid

∗
Pkö��Ïh��¦�'ÃA.

5. sid
∗
�3§¿�sid∗ Pkö��Ïh�Úsid

∗
Pkö��Ïh��¦�'ÃA.
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6. sid
∗
�3§¿�sid∗ Pkö���h�Úsid

∗
Pkö���h��¦�'ÃA.

XL 1þ¤«, CK+ S��.�)
¤k½Â 1.3¥��²���¦, Ù¥�)


fc�S�5 wPFS, KCIôÂ, Ú���³MEXôÂ: �/ 1 éA KCI ôÂ. �/ 4

éAfc�S�5 wPFS. �/ 2Ú 3éA���³ôÂMEX.

Event Case sid∗ sid
∗

skA ekA ekB skB Security

E1 1 A No
√

× - × KCI

E2 2 A No ×
√

- × MEX

E3 2 B No × -
√

× MEX

E4 1 B No × - ×
√

KCI

E5 5 A or B Yes
√

× ×
√

wPFS

E6 4 A or B Yes ×
√ √

× MEX

E7-1 3 A Yes
√

×
√

× KCI

E7-2 3 B Yes ×
√

×
√

KCI

E8-1 6 A Yes ×
√

×
√

KCI

E8-2 6 B Yes
√

×
√

× KCI

L 1: CK+ �.'Ã�Uå. XJ�3�{ sid
∗
� sid∗ ���¬{. “Yes” � sid

∗
�

3§“No” K��. skA (resp. skB) � A (resp. B) ��Ïh�. ekA (resp. ekB) �A

(resp. B) ���h�. “
√

” ��U�¦�'Ã, “×” �T��S��. “-” ¿�Ø�3.

1.6 V��\��{-2-Key PKE

·�¤�Ñ�@y�����Æ�Ä:5óä�V��\��{-2-Key PKE

[XLL+18, XAY+19]�S�5½Â��©ÚO��½Â. ·�ùp�Ñî��½Â.

V���\��Y2-Key PKE do��{�¤2PKE=(KGen1, KGen0, Enc, Dec).

Ù¥�E�m�M �©�m�C. ��)¤�{KeyGen1 ÑÑ1�éúh�(pk1, sk1),

KeyGen0 ÑÑ1�éúh�(pk0, sk0), \��{Enc(pk1, pk0,m) ÑÑ�©C ∈ C,
Dec(sk1, sk0, C) ÑÑ²©m.

• KeyGen1: éuÑ\S�ëê§O�¿ÑÑ(pk1, sk1).

• KeyGen0: éuÑ\S�ëê§O�¿ÑÑ(pk0, sk0).

• Enc(pk1, pk0,m; r) :. éuü�Ñ\�ú�pk0, pk1 Ú�Em ∈ M, ÑÑ�©C ∈
C. XJT�{�±©¤üÚO�C̃ = Ẽnc(pk1,m; r) ÚC = Enc(pk0, C̃,m; r). ·

�¡��©Ú�.
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• Dec(sk1, sk0, C) : éuÑ\�ü�h�sk0, sk1 Ú�©C ∈ C, ÑÑ²©m. Ó��

XJ)��{´�©�üÚµC̃ = Dec(sk0, C) Úm = D̃ec(sk1, C̃)§·�¡)�

�{@´�©Ú�.

���(5. éu(pk0, sk0)← KeyGen0(λ), (pk1, sk1)← KeyGen1(λ)ÚC ← Enc(pk0, pk1,m; r),

±e¤áDec(sk0, sk1, C) = m. ,	XJ�{´�©Ú�C̃ ← Ẽnc(pk1,m; r), C ←
Enc(pk0, C̃,m; r), ·�kC̃ = Dec(sk0, C).

S�5. ·�Ó�½Â�Y�[OW-CPA,OW-CPA] S�5.

Game [OW-CPA, ·]

(pk1, sk1)← KGen1(pp)

(st; pk∗0)← A1(pk1)

m←M

c∗ ← Enc(pk1, pk
∗
0 ,m)

m′ ← A2(st, c
∗)

return m′
?
= m

Game [·,OW-CPA]

(pk0, sk0)← KGen0(pp)

(st; pk∗1)← A1(pk0)

m←M

c∗ ← Enc(pk∗1 , pk0,m)

m′ ← A2(st, c
∗)

return m′
?
= m

ã 2: The games for 2-key PKE.

-A = (A1,A2) �-|2PKE ¥pk1�'Ã. ·�½ÂÙ3iZ[OW-CPA, ·] �`³
�: Adv

[OW-CPA,·]
2PKE (A) = Pr[OW-CPAA ⇒ 1], Ù¥iZ[OW-CPA, ·] 3ã2¥½Â.

éu?¿õ�ª�'Ã§XJAdv
[OW-CPA,·]
2PKE (A)´��Ñ�§·�¡2PKE�[OW-CPA, ·]

S��. Ó��·��±½Â[·,OW-CPA] S�5. ·�¡�Y�[OW-CPA,OW-CPA]

S��§XJ�YQ´[OW-CPA, ·] S�q´[OW-CPA,OW-CPA] S��.

15



2 �{£ã

SIAKE�{�Ä�|��ÄuÓ�V��\��{ (2-key PKE)§·�Äk£

ãÄuÓ� 2-key PKE (1 2.1!)§Ùg�Ñ SIAKE (1 2.2!).

2.1 ÄuÓO�� 2-Key PKE

X1 1.2!§ÀJ p = le11 l
e2
2 · f ±1, E0, {P1, Q1}, {P2, Q2}. -H : {0, 1}∗ → {0, 1}n

�lpair-wise independent MF [ML81]¼êx H ¥�ÅÀ��MF¼ê. - g =

(E0;P1, Q1, P2, Q2), e = (l1, l2, e1, e2)§±9 h �ú�ëê pp. ùp� {s, t} = {1, 2}.
AO/§��{ÀJ�å©��

E0(Fp2) : y2 = x3 + x.

�#E0(Fp2) = (le11 l
e2
2 )2, Ù j-ØCþ� 1728.

ÀJE0[le11 ]��|Z-Ä {P1, Q1}, E0[le22 ]��|Z-Ä {P2, Q2},¿-R1 = P1−Q1,

R2 = P2 −Q2. éui = 1, 2, PPi = (xPi
, yPi

), Qi = (xQi
, yQi

), Ri = (xRi
, yRi

).

Äu1 1.2 !±9þã�Ñ�Ä� SIDHO�ÚÎÒ§·�ùp�ÑÄuÓO

�� 2-Key PKE 2PKEsidh. `²Ù\�Ú)��{��©ÚO��§¿y²ÙÄu

SI-DDHb�´ [OW-CPA,OW-CPA]S��. Ù¥²©�m�M = {0, 1}n × {0, 1}n,

�Åê�m�R = Zlett . �{£ãXe±9ã 3 ¤«.

• KGen1(n,pp): Ñ\�S�ëê n Úú�ëê pp. �ÅÀJ a1 ← Zless ¿O�ga1 .

�ªÑÑh�Úú�

sk1 := a1, pk1 := ga1 .

• KGen0(n,pp): Ñ\�S�ëê n Úú�ëê pp. �ÅÀJ a0 ← Zless ¿O�ga0 .

�ªÑÑh�Úú�

sk0 := a0, pk0 := ga0 .

• Enc(pk1, pk0,m): Ñ\�ú� pk1, pk0 Ú�E m = m1||m0 ∈ {0, 1}2n. �ÅÀ

Jb← Zlett ¿O�gb§h((ga1)b)⊕m1 ±9h((ga0)b)⊕m0. \��©�

c :=
(
gb, H

(
(ga1)b

)
⊕m1, H

(
(ga0)b

)
⊕m0

)
.

• Dec(sk1, sk0, c): Ñ\�h�sk1 = a1, sk0 = a0 Ú�©c = (c1, c2, c3). O�m1 :=

c2 ⊕H (ca1
1 ) Úm0 := c3 ⊕H (ca0

1 ). ²©�m = m1||m0.
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2PKEsidh ��(5N´�y.

51: ÏLò pk0 Ú sk0 �½���§¿-�©� c1, c2, þã�Y�ÄuÓ�

ElGamal �Y¿�3 SI-DDH b�e� OW-CPA S�� (¢Sþ�´ IND-CPA S�

�). �Ò´� pk0 = 0§·�½Â Enc(pk1, pk0,m) ÑÑ� c :=
(
gb, H

(
(ga1)b

)
⊕m1

)
§

�A/§� sk0 = 0§·�½Â Dec(sk1, sk0,m) ��?n ElGamalÜ©.

ã 3: ÄuÓO�� 2PKEsidh

KGen1

Ñ\: n, pp

ÑÑ: pk1, sk1

1 : sk1 := a1 ← Zless
2 : pk1 := ga1 .

ÑÑ (pk1, sk1).

KGen0

Ñ\: n, pp

ÑÑ: pk0, sk0

1 : sk0 := a0 ← Zless
2 : pk0 := ga0 .

ÑÑ (pk0, sk0).

Enc

Ñ\: pk1, pk0,m1 ×m0 ∈M, b ∈ R

ÑÑ: c

1 : c1 ← gb

2 : j1 ← (ga1)b, j0 ← (ga0)b

3 : c2 ← H(j1)⊕m1, c3 ← H(j0)⊕m0.

ÑÑµ c = (c1, c2, c3).

Dec

Ñ\: sk1 = a1, sk0 = a0, c = (c1, c2, c3)

ÑÑ: m

1 : j1 ← ca11 , j0 ← ca01

2 : m1 ← H(j1)⊕ c2

3 : m0 ← H(j0)⊕ c3.

ÑÑµm1||m0.

e¡ÚnÚy²Ó [XXW+19]¥� Lemma 2.

Ún2.1. 3 SI-DDHb�e, 2PKEsidh � [OW-CPA,OW-CPA] S�. î�5`, éu?

¿VÇõ�ª�m[OW-CPA, ·] (resp. [·,OW-CPA]) 'ÃA (resp. C), �3�{B (resp.

D) ¦�
Adv

[OW-CPA,·]
2PKEsidh

(A) ≤ 2AdvsiddhB + 2−n + 2−(k−n)/2,

(resp. Adv
[·,OW-CPA]
2PKEsidh

(C) ≤ 2AdvsiddhD + 2−n + 2−(k−n)/2),

Ù¥ k = log p− 4

Proof. ·�ò�Y� [OW-CPA, ·] S�58��.��SI-DDH b�. éu�Y�

[·,OW-CPA] S�5�{üí2��. [OW-CPA, ·] ÏL Game 0-3 LÞy². ·�P3

Game i ¥ÑÑ1 �VÇ�Succ0.
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B(e, g, g1, g2, j)

01 pk1 ← g1

02 pk∗0 , state← A(pk1)

03 m1 ← {0, 1}n

04 c∗1 = g2, c∗2 = h(j)⊕m1, c∗3 ← {0, 1}n

05 c∗ = (c∗1, c
∗
2, c
∗
3)

06 m′1||m′0 ← A(state, c∗)

07 If m′1 = m1, b′ = 1, else b′ ← {0, 1}.

ã 4: SI-DDH'ÃB

Game 0: TiZ�ã 2 ¤«��© [OW-CPA, ·]iZ. K·�k

Adv
[OW-CPA,·]
2PKE (A) = Succ0.

Game 1: 3TiZ¥·�?U[OW-CPA, ·] ]ÔiZÑÑ 1 �^�§XJm′1 = m1§

K�£ 1. ·�5¿�3 Game 1 ¥�k�m′1 = m1 ¿�m
′
0 = m0 iZâÑÑ 1. Ïd

·�kPr[Succ0] ≤ Pr[Succ1].

Game 2: 3TiZ¥·�?U]Ô�©�O�. äN5ù, (gb)a1 �O�����Å

�j-ØCþj∗. XJ�3��'ÃA 3Game 1 ÚGame 2 ¥¦�ÑÑ 1 �VÇkwÍ

�å§·��E���{B 5)ûSI-DDH ¯K(�Ò´`�½¯K¢~(g, g1, g2, j)).

Xã 4 ¤«.

X (g, g1, g2, j) ���SI-DDH ¢~, K B �{�[
 Game 1, ÄKB �{��[
Game 2. 3 SI-DDH ¯K]Ô¥, ·�k

AdvsiddhB = Pr[b = b′]− 1/2

= 1/2(Pr[b′ = 1|b = 1]− Pr[b′ = 1|b = 0])

= 1/2(Pr[b′ = 1|Game 1]− Pr[b′ = 1|Game 2])

= 1/2(Pr[Succ1]− Pr[Succ2]).

Game 3: 3TiZ¥·�?�Ú?U]Ô�©�)¤. äN5`§H(j∗) O���

��Å'AGh∗ ← {0, 1}n. y3c∗2 ´�����ÅG. �Ò´`, ?¿'ÃO�Ñm1

�`³�Pr[Succ3] = 2−n. 5¿�duH ´�� pairwise independent MF¼ê, d

leftover hash Ún [BDK+11], |Pr[Succ2]− Pr[Succ3]| ≤ 2−(k−n)/2.

nþ¤ã§·�kPr[Succ0] ≤ 2AdvsiddhB + 2−n + 2−(k−n)/2.

Ún2.2. 2PKEsidh V��\��{´�©ÚO��§¿�Ã)��Ø"
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\��{Ú)��{�©ÚO�Xã5 ¤«. Ã)��Ø´w,�"

ã 5: 2PKEsidh¥\)��{�©ÚO�

Ẽnc

Ñ\: pk1 = ga1 ,m1||m0, b ∈ R

ÑÑ: c̃

1 : c̃1 ← gb

2 : j1 ← (ga1)b

3 : c̃2 ← h(j1)⊕m1, c̃3 = m0.

ÑÑµc̃ = (̃c1, c̃2, c̃3).

Enc

Ñ\: pk0 = ga0 , c̃ = (̃c1, c̃2, c̃3), b ∈ R

ÑÑ: c

1 : c1 ← c̃1, c2 ← c̃2

2 : j0 ← (ga0)b

3 : c3 ← h(j0)⊕ c̃3.

ÑÑµc = (c1, c2, c3).

Dec

Ñ\: sk0 = a0, c = (c1, c2, c3)

ÑÑ: c̃

1 : j0 ← ca01

2 : c̃3 ← h(j0)⊕ c3.

ÑÑµc̃ = (c1, c2, c̃3).

D̃ec

Ñ\:skl,1, c̃ = (c1, c2, c̃3)

ÑÑ:m

1 : j1 ← ca11

2 : m1 ← h(j1)⊕ c2.

ÑÑµm1||c̃3.

2.2 SIAKE|¤

SIAKE´ko��ã|¤§Ù¥©¤^r5þ�ã( SIAKE.Reg)!uåöuå�

ã( SIAKE.A.int)§�Âö£EO�¬{���ã( SIAKE.B.Shared)!uåöO�¬{

���ã( SIAKE.A.Shared). äN�Æ��1Xã 6¤«.

ú�ëê�½:

- e = (l1, l2, e1, e2)§g = (E0;P1, Q1, P2, Q2). - f : {0, 1}2n → M, G : Dpk0 ×
M→ R, h : Dpk0×M→ {0, 1}n, Ĥ : {0, 1}∗ → {0, 1}n, h′ : {0, 1}n×Dpk0×C → {0, 1}n

�MF¼ê. -H : {0, 1}∗ → {0, 1}n �lpair-wise independent MF [ML81]¼êx H
¥�ÅÀ��MF¼ê.

^r5þ SIAKE.Reg:

?¿^r5þü@�Ïúh�é. Ù¥�@^u^r��uåö, ,	�@^u^

r���Âö. äN5ùéu^r UA, ÙÄkÀJ skA1
:= a1 ∈ Zle11 , sA1, s

′
A1 ←

{0, 1}n) ¿O� pkA1
:= ga1 ��uåö�Ïúh�. ,	ÀJ skA2

:= (a2 ∈
Zle22 , s

′
A2, sA2 ← {0, 1}n) ¿O� pkA2

:= ga2 ���Âö�Ïúh�. ,	^r UB

�Ó�ÀJü@�Ïúh�.

19



uåöuå SIAKE.A.int:

• ^r UA �ÅÀJ r0 ← Zle11 ��ü��Åê. ÄkO� (pk0, sk0) ← KGen0(r0),

�Ò´O� pk0 := gr0 , sk0 := r0.

• �ÅÀJ rA ← {0, 1}n, O� f(s′A1, rA) ¿-c n 'A�mA, rA := G(0,mA||0n).

�� UA O� CA = Enc(pkB2, 0,mA; rA) ±9 KA = h(0,mA). �Ò´ CA =

(grA , H
(
(gb2)rA

)
⊕mA)

• UAux CA, pk0 � UB.

£Eö£E9O�¬{�� SIAKE.B.Shared:

• ^r UB�ÅÀJ rB ← {0, 1}n, O� mB := mB1||mB0 ← f(s′B2, rB), rB :=

G(pk0,mB). �� UB O� CB = Enc(pkA1, pk0,mB; rB) ±9 KB = h(pk0,mB).

�Ò´

CB = (grB , H ((ga1)rB )⊕mB1, H ((gr0)rB )⊕mB0).

• ^r UB ux CB � UA.

• - (cA1, cA2)← CA,^rUB O�m′A = Dec(skB2, 0, CA)§�Ò´m′A = H
(
(grA)b2

)
⊕

cA2. XJm′A = ⊥½ö CA 6= Enc(pkB2, 0,m
′
A; rA)§-K ′A = h′(sB2, 0, CA), ÄK

K ′A = h(0,m′A).

• O�¬{��� SK = Ĥ(UA, UB, pkA, pkB, CA, pk0, CB,K
′
A,KB)

uåöO�¬{�� SIAKE.A.Shared:

• - (cB1, cB2, CB3)← CB, ^r UA O�m′B = Dec(skA1, pk0, CB)§�Ò´m′B1 =

H ((grB )a1) ⊕ cB2, m′B0 = H ((grB )r0) ⊕ cB3. XJ m′B = m′B1||m′B0 = ⊥ ½ö
CB 6= Enc(pkA1, pk0,m

′
B;G(pk0,m

′
B))§- K ′B = h′(sA1, pk0, CB), ÄK K ′B =

h(pk0,m
′
B).

• O�¬{��� SK = Ĥ(UA, UB, pkA, pkB, CA, pk0, CB,KA,K
′
B)

UA� session-state �) rA, r0, K ′B ±9KA. UB � session-state �) rB, KB, �

´Ø�)K ′A.
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User UA User UB

skA1
:= a1 ∈ Z

l
e1
1
, sA1, s

′
A1 ← {0, 1}

2n

pkA1
:= g

a1

skA2
:= a2 ∈ Z

l
e2
2
, sA2, s

′
A2 ← {0, 1}

2n

pkA2
:= g

a2

skB2
:= b2 ∈ Z

l
e2
2
, sB2, s

′
B2 ← {0, 1}

n

pkB2
:= g

b2

skB1
:= b1 ∈ Z

l
e1
1
, sB1, s

′
B1 ← {0, 1}

n

pkB1
:= g

b1

r0 ← Z
l
e1
1

(pk0, sk0)← KGen0(r0)

rA ← {0, 1}n,mA||m0 = f(s
′
A1, rA)

rA = G(0,mA||0n
)

CA = Enc(pkB2, 0,mA; rA)

KA = h(0,mA)

CA, pk0

rB ← {0, 1}n,mB = f(s
′
B2, rB)

rB = G(pk0,mB)

CB = Enc(pkA1, pk0,mB ; rB)

KB = h(pk0,mB)

m
′
B = Dec(skA1, sk0, CB)

r
′
B = G(pk0,m

′
B)

if CB 6= Enc(pkA1, pk0,m
′
B ; r
′
B)

orm
′
B = ⊥,

then K
′
B = h

′
(sA1, pk0, CB)

else K
′
B = h(pk0,m

′
B)

CB

m
′
A = Dec(skB2, 0, CA)

r
′
A = G(0,m

′
A||0

n
)

if CA 6= Enc(pkB2, 0,m
′
A; r
′
A)

orm
′
A = ⊥,

then K
′
A = h

′
(sB2, 0, CA)

else K
′
A = h(0,m

′
A)

SK = Ĥ(sid,KA,K
′
B) SK = Ĥ(sid,K′A,KB)

ã 6: SIAKE�{. sid = (UA, UB, pkA, pkB, CA, pk0, CB)

3 �O�n

�!·�`²SIAKE��OüÑÚÌ�ëêÀJ. 33.1 !·��Ñ�O�Ñu:

�Xd�O�nd§33.2 �ÑäN�ëêÀJ.

3.1 Ì�üÑ

·��OT�{�Ñu:´�Ñ|þfôÂ�Ï&þ4$�@y�����Æ. 3

-|þfôÂ�AaÄ��Y¥§�ÛÉÓa�Y´Ï&þ�$�§Ïd·�À^

�ÛÉÓ¯K�E@y�����Æ.

3.1.1 Ì�¯K

3²;b�e§HMQV�Y [Kra05]´�`D�@y�����Æ��. ÙØ=�
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�A��p�S��¦§�äkÏ&þ�ÚO��Ç¯�A:. ÙS�5Ì��6u²

;Ì�+þ� Gap¯K(O�¯K��½¯K�m� Gap¯K)(J�b�. ,3�

ÛÉÓþ�(J¯K(±9�þ�¯K) Gap¯K´{ü� [UJ18, Gal18]§Ã{��

/�²;�Y HMQV��OE|.

Ø=Xd§ÄuÓb��O@y�����Æ�¡�XeA�¯KµÄk§3

Ó(�þ"� HMQV�²;Eâ¥´L��ê(�(äN�aqgad+x�O�)§Ã{

¦^¶Ùg§Ú²;ý��þ:��yØÓ§ÓO�¥ú��Ü{5�y´��

(J¯K [UJ18],¤±'Ã?¿5þÚ?¿ux�{�E�ºx��¶��§Ú²;ý

��+ØÓ§XJ��ú�����Ïú�§4´É�g·AôÂ [GPST16],l

���¦�Ïh�.

3.1.2 c<ó�

Ïd§8cküa)û�{. �a´Galbriath [Gal18]òØI�´LêÆ(��²

;�Y Jeong-Katz-Lee*Ð�Ó¯K¥§½ö Fujioka�< [FTTY18]ò NAXOS*

Ð�ÓJ¯K¥¶,�a´¦^ FSXY[FSXY13]�µe5(�l CCAS����µ

C|ÜÑ@y�����Æ.

Ù¥1�a�)û�{§Ã{��)ûþã¯K§'X [Gal18] ¥�YØ�±?¿

5þ§Ã{Jø KCIS�5§c�S�5¶ [FTTY18] Ã{|±?¿5þ§Ã{J

ø KCIÚMEXS�5. 1�«�{�,Jø
ép�S�5§�´E,I����Ï

&þÚ�õ�O�þ.

3.1.3 ·��g´

·��Ì�g´´Äuìè3 ASIACRYPT 2018 Ú ASIACRYPT 2019 �ó�

[XLL+18, XXW+19]±9�Yó�[XAY+19]. @y�����ÆI�ü|�Ïú�

���ú��AÏ|Ü5�y�Y�õU5ÚS�5. 3þãó�¥·�uy@y�

����Æ�Ä�|�´�«·�¤½Â�r CCAS��V����µCÅ�§A

�¤k��rS��@y�����ÆÑ´Äudóä�E§~XÍ¶� HMQV!

NAXOS��Y. äN5ù§Ù¥�@ú���Ïú�§,�@ú����ú�.

Ó�·�y²ÏL\r�� Fujisaki-Okamoto =z�±l [OW-CPA, OW-CPA]S

�V��PKE (12.1!) =z�r CCAS��V����µCÅ�l��rS��

@y�����Æ.

,��¡§3 [XXW+19]ó�¥·��Ñ§ÄuÓ¯K�±�OÑÚ²;ü�

��©Ó�Ý� [OW-CPA, OW-CPA]S�V��PKE§l��Ï&þ4$�@y�

����Æ.
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,§þãEâ��Y��U��²;�Åýó�.�S�5. 3þf�Åýó

�.e§\��{�Ï^Eâ´¦^(½5\��üN�5�5;�éuh���6§

ly²�Y�S�5. �´du·�¦^ [OW-CPA, OW-CPA]S�V�� PKE§(

½5\��üN�5�Ã{�§�y. ÏdÄu·�3 [XAY+19]¥Ú\©Ú�O�

�V�� PKE§¿æ^¥m��ü��Eâ�¤ SIAKE�y². XÓ1 2.1!±9

[XAY+19] ¤ã§�©�V�� PKE´�©ÚO��§l(Ü [XAY+19] �y²§

=��� SIAKE3þf�Åýó�.e�S�5.

nþ¤ã§·�æ^Ó¯K�.�¯K§¿lïá[OW-CPA, OW-CPA]S�V

�� PKEÑu§ÏL\r�� Fujisaki-Okamoto=z§¿A^ ASIACRYPT 2018 Ú

ASIACRYPT 2019¥�µe§��)ûþã¯K§¿�EÑrS�� SIAKE �Y.

3.2 ëêÀJ±9÷v�¦��½ëê

·�¤�O�Y�±�6?¿.�� SIDH�Y§äNëêÀJ´Ú David

Jao�<J�� NIST�Ã@y SIDH�Y���§©O� SIAKEp503, SIAKEp751 Ú

SIAKE964, Ù¥êi�¤ÀJ�ê p�'A�Ý. n@ëê¥Ñ- l1 = 2, l2 = 3. X�¡

1 4.3!¤«§Ù¥ SIAKEp751 Ú SIAKE964 þU÷v1�ÓJ�ëê�¦§=µJ

ø��þf128'A�S�5§�����Ý���256'A§Ã)��Ø§±9÷v

V�@yÚ CK+ S��.e�S�5y².

X1 1.1.3¤ã§ú�ëê¥��ÚÄ:¦^n�:�î�IL«.
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3.2.1 SIAKE503

p =

00000004 066F5418 11E1E604 5C6BDDA7 7A4D01B9 BF6C87B7 E7DAF130 85B-

DA221 1E7A0ABF 809FFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFF-

F FFFFFFFF FFFFFFFF

e2 =

000000FA

e3 =

0000009F

xQ20 =

00097453 912E12F3 DAF32EEF FD618BD9 3D3BBBF3 99137BD3 9858CADE FAE382E4

2D6E60A6 2FD62417 AD61A14B

60DB2612 5273EC98 0981325D 86E55C45 E3BB46B1

xQ21 =

00000000

yQ20 =

0009B666 40A4CC79 F82B68D7 26092338 12DF76E8 B0422EF3 527A1F2A 9915EFF1

6E094004 0DF4A15A 84A5ACF0 24FC2ED8 A50102A7 31E8D20D 033B4803 5B63DD62

yQ21 =

00000000

xP20 =

001F6D52 A7563BB9 356B98A1 16A0CA97 75DBB738 2EB29E24 E45299D8 939959EA

EEB47FF3 113F6088 2D12103E 4B8B8CD2 B97DA146 57AE8C12 8BE82209 D2DDFCA9

xP21 =

002D44C3 FAD24E4C BDDC8A2D 9DE336A9 2A9912EE 6D09E2DD 5C33AB26 D60A268A

C91F38E1 AF4C2D5B FA2B87DD 55C8CA60 19C6B0C0 8ED92B5A EB6C65A8 E06E53E9

yP20 =

003C9F7C397283C0871F78D9 F74ECC0A8F89579CCBEF8F E60D07338A F0A0322E

3F0C66CA 826AA5BF 85EB5366 6C272C8E AEC9B808 B3B78E64 22330617 AC23D6F2

yP21 =

0038222A E95DA234 ABD1B90F D897C2E2 E7995B2C 0006DC92 CC079B7C 60C94DCA

E9961CC7 A4BAEAC9 D294F6D5 760D4D65 4821193A E92AD42A C0047ADE 55C343FC

xR20 =

00173775 ECBEC79C 78FD1ED5 FE36075A ACE1F53F 8FFB97D2 A7E80DFC 2875E77E

C72D1D4A 99E13353 EC9D147B ADD96126 948A72B3 0BDD7CEB AD7B54F8 D-
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DB5CD06

xR21 =

0002EAA2 24DDDA14 9BBBB908 9D2B2C47 1D068ECA 203465CE 97DBC1C8 ED0EBB0F

F90E4FBE 7E266BBA 99CBAE05 1797B4D3 5D28E36C 1B1CB994 AEEED1CB 59FE5015

xQ30 =

001E7D6E BCEEC9CF C47779AF FD696A88 A971CDF3 EC61E009 DF55CAF4 B6E01903

B2CD1A12 089C2ECE 106BDF74 5894C14D 7E39B699 7F70023E 0A23B4B3 787E-

F08F

xQ31 =

00000000

yQ30 =

002EC0AA EF9FBBDD 75FBDA11 DA19725F 79E842FB C355071F D631C1CD F90E08E6

01929FAE C5DAEB0D 96BBB4AD 50FC7C8A D47064F0 5C06DC5D 4AAE61CC C-

EFF1F26

yQ31 =

00000000

xP30 =

0021B709 8B640A01 D88708B7 29837E87 0CFF9DF6 D4DF86D8 6A7409F4 1156CB5F

7B851482 2730940C 9B51E0D9 821B0A67 DD7ED98B 9793685F A2E22D6D 89D66A4E

xP31 =

002F37F5 75BEBBC3 3851F75B 7AB5D89F C3F07E4D F3CC5234 9804B8D1 7A17000A

42FC6C57 34B9FCFD E669730F 3E8569CE B53821D3 E8012F7F 391F5736 4F402909

yP30 =

0000078F 8A30AB36 B301BDF6 72D9E351 8AF741F8 227CC95A 9F351B99 623A826D

E3F8D90D D6ED42FF 298E394E 77B7AEFE E6010CDF 34A7DE9F 9E239B10 3E7B3EEE

yP31 =

0037F3C6 00488EBB 6B11462C 4CAFC41C D5DC611A 9B0C804E 3BF50D6D 8F75C4E7

A136E29E 00D80EB8 653CA830 F2AED61D 04F9F3A8 317F7916 E016F273 3B828AC0

xR30 =

000D4818 D120A24A BF48DB51 D129E6B1 F24F4BBB 2C16FACC 0C8C0632 3EEEC2FA

5B5E887E 17226417 B1907310 BFE6784F DEBBAC8C 2A9ABBE7 53F52259 A7B7D70E

xR31 =

0019E75F 0F03312D 22CBBF15 3747525D 89E5155B ABB8BF0C 130CB567 CA532F69

AAF57EA7 682B9957 021D9041 4433ABBE EDC233E9 08218578 1C16724C 8C356777
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3.2.2 SIAKE751

p =

00006FE5 D541F71C 0E12909F 97BADC66 8562B504 5CB25748 084E9867 D6EBE876

DA959B1A 13F7CC76 E3EC9685 49F878A8 EEAFFFFF FFFFFFFF FFFFFFFF FFFFFFF-

F FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFF-

F FFFFFFFF

e2 =

00000174

e3 =

000000EF

xQ20 =

00003E82 027A38E9 429C8D36 FF46BCC9 3FA23F89 F6BE06D2 B1317AD9 04386217

83FDB7A4 AD3E83E8 6CAE096D 5DB822C9 8E561E00 8FA0E3F3 B9AC2F40 C56D6FA4

A58A2044 9AF1F133

5661D14A B7347693 63264608 6CE3ACD5 4B0346F5 CCE233E9

xQ21 =

00000000

yQ20 =

00003BBF 8DCD4E7E B6236F5F 598D56EB 5E15915A 755883B7 C331B043 DA010E6A

163A7421 DFA8378D 1E911F50 BF3F721A 8ED5950D 80325A8D 0F147EF3 BD0CFEC5

236C7FAC 9E69F7FD 5A99EBEC 3B5B8B00 0F8EEA73 70893430 12E0D620 BF-

B341D

yQ21 =

00000000

xP20 =

00005492 1C31F0DC 9531CB89 0FC5EC66 DF2E7F0D 55761363 C6E375DA 69B0682C

ABE5C0FF FCBE6E1A D46563F0 42FA06B9 F207FCF3 CDD26736 52828FF5 0C3F7B75

5C0BE072 950D16CA

747C1467 75C0267A 401FFC73 8B03A49E 9A36B395 72AFB363

xP21 =

00002884 9BC0D81E 01993137 A5B63D6E 633C4E97 AB4FF118 CCF63DFE 623092AC

86B6D4A9 B751797C BA1A1775 00E9EB5A F7852B7D F02C3348 44D652EF C4729178

A1DBAD8C A47BB7E7 57C6D43B 799811A6 3BEBE649 C18101F0 3AD752CD CD73BF66

yP20 =

00001961 19D87272 DC3AA722 3476C8C3 269D48CA EFAE692F 68DCF2D6 E1BEB5B9
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7525D502 6C157C7C 740B41AD E80A8CF2 E1E0B37E 5F5FD4ED 88235BF7 404BE391

89C137E2 1C035EF6 339D7FAC BA38E72D 69043710 E76266A5 FC14EFB9 5E5FBC7C

yP21 =

0000D3AC 09A67D59 CC8D78B0 FA6681AE 78BDF0C8 F558E386 6005E435 5B0B1993

18D9CDD6 7C0A7DB2 34F9EA1E C4C5F1E5 9168B7DB D14281F0 9E8DF904 A3D574CA

D526DC5A 3667490A DE1A4C13 B09F7B11 5C4E488F D4DD5F76 70B58973 22AD41D

xR20 =

000022A0 B5A35A2B 0C56135A 7CEC5CFB 97964A7C 6226FE90 9F374362 A8ECA3AB

14A1B7B0 C87AC875 DCE5888D 83B623BF 0011A4AC 138F62EF 6B2D2D84 F636548A

9F920F23 8336E5A3 6E45E405 5940E3C9 4385B8FC 53743964 32EEF2AE 178CEFD-

D

xR21 =

00000F9C 4AFCDA80 9C3358B0 96B250C6 9B20310F DF2EF631 711AA4EF EC49A4E7

6483F320 B793F2EB C63365EE D14AA3F6 EA33FEB5 6796F011 BA6C6DFB 4D0A00AA

C4D27866 46D914AD 026CBB4A 592EC74B 5485372E 51382D44 528DD491 B83D9547

xQ30 =

00002F1D 80EF06EF 960A01AB 8FF409A2 F8D5BCE8 59ED725D E145FE2D 525160E0

A3AD8E17 B9F9238C D5E69CF2 6DF23742 9BD37786 59023B9E CB610E30 288A7770

D3785AAA A4D646C5 76AECB94 B919AEED D9E1DF56 6C1D26D3 76ED2325 DC-

C93103

xQ31 =

00000000

yQ30 =

00000127 A46D082A 1ACAF351 F09AB55A 15445287 ED1CC55D C3589212 3951D4B6

E302C512 9C049EEB 399A6EDB 2EEB2F9B 0A94F06C DFB3EADE 76EBA0C8 419745E9

7D12754F 00E898A3 15B52912 2CFE3CA6 BBC6BAF5 F6BA40BB 91479226 A0687894

yQ31 =

00000000

xP30 =

000005FD 1A3C4DD0 F6309741 96FED351 9152BC70 98B9E2B1 21ECA46B D10A5CC9

F4BCC6C6 89B8E4C0 63B37980 75FCEE6E DAA9EB10 8B3CD004 95CF04DD 8CE4A08F

BE685A12 7D40E45F 4CF45098 A578DEB4 43686993 94C43BFC 9BC5E000 52F78E8D

xP31 =

00002B88 A03360B3 38954773 2C9140C0 5DEA6516 881FE108 211BE887 CC43FCB8

0C06A1D8 6FF5457D 3BB7DB93 6394EC33 821AA393 33A60AF8 4B537974 CFA0BA82
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87D699D2 BF79BA55 9026C64A 6ED61050 1D2357C1 0B9A6C8F 83742492 2275ACBF

yP30 =

000053B5 5053E3F0 4FC315EF B1B7B2C4 AFCB4FEF 12CE744A F3B243C6 E6B1417E

94A78D49 80DDE181 89646492 3E01AACC 3DA040A0 747CA675 54A35268 4DA207C4

9022D930 732DF6BD 0BF37E1F 5C169176 69A70F88 059C1C73 9A79D7CF A0C529D9

yP31 =

0000044E 44196909 252ECD7B 91643238 15294F02 AED22C4E 4EB43D2C E2BC5F29

EB575D45 CA8B6B4C 4242E369 AE3A1EFC 844E9D1C 57B0AE33 74BC2CED AD16B0C6

99158332 E2D9AB3F 0025C034 8C5F70FD C4DD7C48 65E64B8B 843F03D8 07447D5E

xR30 =

0000077B 3BB69009 428A327D 43CA6016 9715F547 454F88CD 017B32DF 58A7252C

2B3C3D00 D52CCD31 33D54041 D8BCAEA2 91F20572 02328712 CD395575 CD7CCD3C

E70C0A1E BF633BA9 46559458 878F41F9 FDD1727E 2C31125B 2FE5B713 06704829

xR31 =

00006D91 393A57DB F47FD6DC F841F17E CD719CAE 1D33C683 2A75B0F1 68855BC-

C 38D2A479 2DFF9BC8 6DEACA10 B1AA808D 539B167D 73BBA321 68687FA3 F85AE93A

1ADDE5BD 1FD5B681 DCC6C344 54D44969 76C22D80 C95E42B1 2576FC0F B4074B9F
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3.2.3 SIAKE964

p =

00000008 6B5BFF76 43C64F7A 10028248 AD4FC4B1 50CBAA75 A2A1FA44 CBAB2451

35469BAB 093F2B8D AD5281E7 E56EF6AA 57A94749 ABB38EAB 467ACDE5 451CD4BF

FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFF-

F FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFFF FFFFFFF-

F FFFFFFFF

e2 =

000001E6

e3 =

0000012D

xQ20 =

00000001 CD5AEB4E 02DBE2CE B712A45E ED7720D3 EA94116F 1E45C834 FDF-

F3A86 7BBB267B F8F5F9B1 9C369F7A FE141B85 D591243E 7310B6D0 2E78DB88

8615254D F178C1F7 5F2BDAF7 03E83BB9 7DBCDC3D FDB60BA3 85EC8F42 D4AD1505

21ECA6EC 4D3086A7 783698A7 1544E10A 45EA605E 1B86A894 7F14FA2E 03845DAE

xQ21 =

00000000

yQ20 =

00000002 2E751F1F 60841CF4 E8D4D3BD 8D400F58 9761CA1F 71A9C1F3 83C0FE55

3E6492DB E1F78D5F 9A768920 B682786E 8125398F 765A481B 32913561 FD16B270

19D9C10C 4F9062AC 1513FEB2 FE942DD2 2AC53F6E C319C4D1 8A53A481 430F3DFA

22E57EDA 0D067C37 F91EA8F1 3E4B1C65 4E974856 781F8E0A 397ED362

yQ21 =

00000000

xP20 =

00000006 ED767E28 04975D81 80368FB9 A72CE64E 838A5497 4865BFF1 A86AEF07

D6171A8A 4DF351F1 D4C94AAF 82BD6EBD 396F3342 48282F50 73178AB5 7B906BEF

89A2A152 A10D04A5 B20A0FFF 96B0B48F 0599FC9B D2AD52E0 81BB7FEA 7B5E8BF4

C3B0AB13 0731F4C5 A974CFA5 AD678121 7A20F9EC D30691D9 D1941D03

xP21 =

00000003 FE63FBDC A589518A 3DA694EC C8B65934 6693C45B D8AC86B6 F0C778CF

290C9F42 9163FEF6 4AFAD182 ADE1B0C4 DFC8CF29 C35455C7 BA69C225 59F2E0D4

20AE05BB 0AE3ADC0 9A4A0AF2 8CE1A1C5 93171033 7AA68884 EFCCD60A C76FD3F1

7ED50205 305509E0 5955F60D 5008D788 B83F5FA4 57FD79EC DC7179D1
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yP20 =

00000000 4E0A8662 85403BC0 408F9BCA 912025E3 17111896 1C865461 2AE20CEE

AF91A98A 4F278EAE BB704602 8AD90CD9 5B99BF6B 34233CD4 B084B2CA 4598D-

F3A 6D4839CA 6EA493ED 420CF4C1 3A1F37F1 EC59620F 08693649 C72380A8 479E3753

93D3F4A7 59DF65F1 F74B4C65 6B79DF2A 5DA2959E FB006BDA D015D252

yP21 =

00000007 38846048 2319281B 78C6AC1F E1A91DB7 2A2C9AA3 4BEE1EBE A33EF043

AA1BFA0C 45894142 95E94C91 1E19E808 246B2A0A 98593958 E1F70888 E00332DE

AE7D7FDB CA53398E 59530E5D 2A292463 7533F46C 4684373D DDB8D09B 2A75C307

3EA3C19E CF946FCB 2B428B6E 9CF93F22 33DD257C 5CAD4041 3F78CD1D

xR20 =

00000008 44F024B8 D993B660 48C9DA7F 1724AE2E 4C6162F8 4804FE3F E290FBEB

5ABF7DF2 5C395121 77C8E4A4 7A35F8EC D037B699 E34F58EF 675AE188 A1537838

A4DDBA69 FC7BC3FA CB7E3815 F3031244 AF1BCCE1 95AF45B4 2A587EE8 7A00BF2D

A1E972D8 D662F4DC 5EC1CDB1 03D9EED2 215D4DD7 48004985 8925A63A

xR21 =

00000007 35F06B97 66B69FF9 17835EAD C539A00F FC186ED2 5947F701 FDA7EDEA

F517039F 9B0DA172 1FDAE978 4838C75B 46A452DC 902EC8DD 1F462564 3B42C596

C2CF0404 5A7AA804 3F07C9A9 F82611D2 02F06834 512A3803 EF64650E 5309163F

25CCC336 CC852764 9E340F59 CDDFB51B 24D1C02E 8CB2653E 7A05B709

xQ30 =

00000003 81DBCAB1 EE7A4CA3 192CDA85 3F4E0F42 6522EB9D 3277421C 29D73CC4

F70BEFE7 009767C4 AE451600 3B237223 422C0E75 2ACD9D8F CE07263D 2C1D1013

08C0B97E DB8D4A8C 53C2064B 05DF9A61 E8216CA1 FFAC55F4 CA043972 52704945

C27136A0 56F6B5CF 8838B7F6 52BC16C1 392B5597 36CAF63B F0058A53

xQ31 =

00000000

yQ30 =

00000001 AFBFA81B 55C7D789 B6E89BC7 A311F3CE E4B733B0 FA5B7D56 D29A644B

596B7729 778E0773 F908D76E 0377B3CA 41C03D79 7DE4F0B7 985EB512 7D2151EC

4B6C1136 1AEB4CEA A3F776E0 8E4AD01B 7BB46074 D425C8A2 61E88B14 5C4153BF

67732E82 9986EB9D 29C88385 1EEEB87C C4FD96A0 84332542 6C108687

yQ31 =

00000000

xP30 =
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00000004 FE46F0B0 09171C87 0FE840B7 FD0C3F14 93813CD1 25C2191C 9FA4BDE4

0941A603 124F1B81 BBFBEBFD AC06F808 07562639 FC61A579 62AE6E6B 7EE793CF

7B359746 FEB0DA11 0D704681 F83EF6B4 40DC5DED D2A42471 49D0A44C 452ED374

A394319A 8888A2A0 9CC4A0F3 5A07AA3D 248CF780 3E77EAD2 A4BEA308

xP31 =

00000006 DD4FC176 8E1ADEE5 4DC4E41C FAA7B810 4644DD69 0616D374 A9139013

FD847C2C D11BA6CA 4C4FC26A 63FE198B 666B7912 FBF889E9 91CF4B90 3651F441

4CD4AA50 BC02CE2E C986A7BF C1A8D364 F93410AD E3B959FF 1F036F36 E-

F3AFF88 D28DB500 8276C340 2158ADB4 A44BAECE D2AF6503 093FD8B6 A58EC136

yP30 =

00000003 EA8CDCF4 BC1C1B9D 2D449022 387D4DDE F05CE98C B63E722B 0EA14717

C5FFA82E E107832E 5FE58C28 90185D2C 90D1BD94 AC13C69F D483AC80 66B1F1A4

844F7655 884B2379 0088A6DA 915FD709 EFE79A88 028108F4 D4DFBFAD BA65EFBB

C5D621BA 31F12BE6 FB717D3B 1D8CD78D CD05B0D2 B7E87C10 3D1897C0

yP31 =

00000007 77607A21 85C04FBF CFA5EAF7 7F38F40F 42746739 748CA176 BBE31739

4BDA28F3 D971DFB9 CCB67207 E201FFB0 0A9A3E6B 9B7E804F BB6EF61E CEB-

DB8AC 68831E10 E8A72613 A47F132B D9A2309E 404FCFFF 7EA7BC87 AD448B8B

8798AB61 CA6F97DB 3B240887 9DEB8A9F 930C4EE4 69486FA1 129E89B6 7C084CD9

xR30 =

00000007 DE290085 EBBDC801 A1D6292D 1F2E89FF 463669ED 2F5F6C02 B8010A75

245C4D39 84002821 B8A243C7 56512A5F C1FC0867 A84583D7 6B0404E7 E73CEB70

71E2AE3B F43BFB77 A87BC98F DF888E28 5CD4A3C9 4E4D1795 009E41ED B8A3AD8F

81321138 E4A87B69 416AEFF0 94E541F4 8681863B AD30FB2F 32EA019A

xR31 =

00000007 A2A2DFA4 FB567336 60ACCB80 308A4482 B1A46D3B 9BB20313 F164CC80

9A3A6B4D 2FBC4357 4994354D C06D409F 9F647E82 F4F05D6C 5A70E340 DF4B9555

9787F82E AD7F7295 590FDCD9 D54B8001 094DC809 29EF4C5A BB8E388A 53AA0BD3

88D890B5 980F1FD1 9404025B 582C640D DFDA1BDF 46D37046 4A812732
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4 S�5©Û

4.1 ²;Úþf�.e-|ôÂa.

SIAKE �{�±-|@y�����Æ¥~��ôÂÃã§�)CK+S��.¥

�¤kôÂ�/.¿�·�©Oy²
�Y3²;�ÅýóÚþf�Åýó�.e�S

�5.

4.1.1 ²;�Åýó�.

·�3²;�Åýó�.eòôÂ SIAKE �(J5=z�)ûÓþ��½

SIDH¯K�(J5. äNXe½nµ

½n4.1 (� [XLL+18] ½n1, [XXW+19] ½n2). 3�½ SIDH ¯K(J�b�e,

SIAKE3²;�Åýó�.e´ CK+ S��(�½Â 1.3 )§¿�|±^r?¿5þú

�. î�5`§XJ�Æ¥k N �^r§�ü�^rm�õk lg¬{, éu?¿õ

�ª�m CK+ 'Ã A, �3'Ã B§Ù`³�õ�

AdvCK+

SIAKE(A) ≤ N2l

(
4AdvsiddhB +

q

max{le11 , l
e2
2 }

)
,

Ù¥ q�?1 CK+ �¯�gê.

T½nÚ·��ó� [XXW+19]¥�½n 2�Ó§Ó��´·��ó�[XLL+18]¥

�½n 1 �½n 7 �|Ü§î��y²�ë�ü�N�§d?{ü)ºµ�â

[XXW+19]¥Lemma 2�(ØÚy²�©¥ 2.1!¥� 2-Key PKE� [OW-CPA,OW-CPA]

S��.  [XLL+18]¥�½n 1 �½n 7 �yXJ 2-Key PKE� [OW-CPA,OW-CPA]

S��K SIAKE 3²;�Åýó�.eCK+S�. (ÜÚn 2.1, ��T½n.

4.1.2 þf�Åýó�.

,	§·�3 [XAY+19] �ó�¥y²
 SIAKE�±3þf�Åýó�.eò�

Y� CK+S�58���½ SIDH¯K(Jb�þ. äNI�.� 2-key PKE �©Ù

�O��á5.

½n4.2 (� [XAY+19]½n 1±9 [XAY+19] 5.1!�©Û). 3�½ SIDHb�e§±

9 2PKEsidh�©ÚO��á5e,AKEQRO �þf�Åýó�.e´ CK+S��. äN

5ù§b� AKEQROk N�^r§¿�zü�^r�m�õk l g¬{. éu?¿õ�

ª�m��þf'ÃA§Ù�õ�¯q gCK+ Î¯, qh (resp. qG, qH , qf , qh′) géh
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(resp. G, H, f , h′) �þfÎ¯, K�3�½ SIDH�)û�{C and D, s.t.,

Advck+
A (n) ≤ 2N3l3/2(qG + qh)

√
2AdvsiddhC + 2−n + 2−(k−n)/2

+N2l · (q + qH)2
−n+1

2 +N · (2q + qh′ + qf )2
−n+1

2 ,

Advck+
A (n) ≤ 2N3l3/2qG

√
2AdvsiddhD + 2−n + 2−(k−n)/2 +N2l · (q + qH)2

−n+1
2

+N · (2q + qh′ + qf )2
−n+1

2 .

T½nî�y²Ó·��ó� [XAY+19] ¥�½n 1±9 [XAY+19]¥1 5.1!�

©Û§d?ÑL.

4.2 -|ôÂa.

äN5ù§±þü�½n`²§SIAKEØ=�Ä
²;�CK'ÃôÂUå��Ä

XeôÂa.µ

• |±?¿5þµ'Ã�±?¿5þú�§$�E�Ù¦<�ú�§ØIy²Ù
PkÜ{��Ah�. �&�CA�Ø^�y5þ^rú��Ü{Ün5.

• fc�S�5: |±f�c�S�5§�Ò´XJ�c�8I¬{´'Ã�Äi

fÚP¹�§=¦^r AÚ B��Ïh�Ñ�¦�'Ã§¬{��E,S�.

• KCIS�5µ-|���¦�CôÂ.

• MEXS�5µ���¦S�5�'Ã¼�^r AÚ^r B�¤k�Åê§Ù�

m�¬{��E,´S��.

• ý&�ôÂµdu3 CK+S��.¥§�Ä'ÃÏLý&�ôÂ¼�^r�SÜ

G�§�Åê½ö�Ïh�§SIAKE-|'Ãý&�ôÂ¼�Ü©&E.

4.3 ¢SôÂ�{�E,Ý

d½n 4.1Ú 4.2,·�òéu SIAKE��«ôÂ`³=z�ôÂ.��½ SIDH ¯

K�`³. Ïd3©ÛôÂ SIAKE (J5þ·�Ì�©Û)û�½ SIDH¯K�E,

Ý.

3©z[UJ18](½n4.8) ¥�Ñ�½ SIDH¯KÚO�� SIDH¯K´�d(J�.

3ÓaO�¥k��Ó��Åir¯K(supersingular isogeny walk) [JAC17] ´�

�½ü�Óa��E ÚE′ é���E �E′ ���Ó´»¯K. Óir¯K�

½'�½SIDH¯K(J. �éÓ�Åir¯K8c�Ð�)û�{E,´ Galbraith

[DG16, Gal99] �¥m��)û�{.
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�éO� SIDH¯K�E,5©Ûæ^ [JAC17] ©�¥�`²§Xe. Galbraith

[DG16, Gal99]�{�±*Ð�ôÂO� SIDH¯Kþ. éu Fp2 þ��ÛÉÓa�
����� p/12,æ^¥m��)û�{§3 O( 4

√
p)E,Ýe�±O� E0 � EB �

�m��� 2e2 ÓN�. ,XJ¦^þf�{§�J�Ð. ¦^ Tani [Tan09] �

claw-finding �{, �I�3 O( 3
√

2e2) ≈ O( 6
√
p)E,Ýe�±O� E0 � EB ��m�

�� 2e2 ÓN�.

±þü��{´8c�Ç�Ð�²;�{Úþf�{§)û(J¯K�E,Ý©

O� 4
√
pÚ 6
√
p. �´d½n 4.2, 3þf�Åýó�.e§ SIAKE �S�5Ú.�(J

¯K�S�5k��²����å§Ïd3þf�Åýó�.e§ÙþfE,5�S

�?Oü$��. Ïd§SIAKEp503, SIAKEp751 ÚSIAKE964 n|ëêe�äNS�5

XeL¤«§

ëê ²;ROe þfROe

²;E,Ý þfO�E,Ý þfO�E,Ý

SIAKEp503 128 2125 283 241

SIAKEp751 192 2186 2125 262

SIAKEp964 256 2238 2160 279

L 2: n«ëêe�S�?O�E,Ý. Ù¥RO��Åýó�{�.
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5 5U©Û

�!·��Ñ3n«S�ëêe§�Ïúh��º�!Ï&þ��±9O�E,

Ý.

5.1 �Ïúh�º�

ëê Public A Secret A Public B Secret B

SIAKEp503 378 32 378 32

SIAKEp751 564 47 564 48

SIAKEp964 726 61 726 61

L 3: n«ëêe��Ïú�h�º�. ü �Bytes.

5.2 Ï&þ

ëê A→ B B → A oÏ&

SIAKEp503 788 442 1214

SIAKEp751 1160 628 1788

SIAKEp964 1484 790 2274

L 4: n«ëêeÏ&þ��. ü � Bytes

5.3 O�E,Ý

·�3 Intel¤H i7-6500U 2.50GHz?nì§8GBS�§Windows 64 ö�XÚ

e§¦^Microsoft Visual Studio 2017é SIAKEp503ÚSIAKEp751 ü«ëêe��{

?1ÿ�.

Ù¥ë�¢y�E,ÝXL 5¤«. ë�¢y�äN$1�mXL 6¤«.

`z� x64¢y�E,ÝXL 7¤«. `z� x64¢yäN$1�mXL 10¤«.

·�3 Intel¤H i7-6500U 2.50GHz?nì§8GBS�§Windows 64 ö�XÚ

e§¦^ Microsoft Visual Studio 2017é SIAKEp964ëêÿÁ. `z� x64¢y�E

,ÝXL 9¤«. äN$1�mXL 10¤«.
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ëê SIAKE.Reg A SIAKE.Reg B SIAKE.A.int SIAKE.B.Shared SIAKE.A.Shared

SIAKEp503 1001456 1105634 2863245 5622456 28145264

SIAKEp751 32879127 3705468 9619023 16997982 9222421

L 5: ë�¢y(release+win32)O�E,Ý. ü 103 Cycles. T��Ì�10000g�O

�zg�²þ�.

ëê SIAKE.Reg A SIAKE.Reg B SIAKE.A.int SIAKE.B.Shared SIAKE.A.Shared

SIAKEp503 187 214 527 860 438

SIAKEp751 497 564 1535 2641 1702

L 6: ë�¢y(release+win32)O��m. ü ms. T��Ì�10000g�O�zg�²

þ�.

ëê SIAKE.Reg A SIAKE.Reg B SIAKE.A.int SIAKE.B.Shared SIAKE.A.Shared

SIAKEp503 16965 19165 47423 84654 45867

SIAKEp751 52378 62445 151387 272965 147125

L 7: `z�x64(x64+release)¢yO�E,Ý. ü 103 Cycles. T��Ì�10000g�

O�zg�²þ�.

ëê SIAKE.Reg A SIAKE.Reg B SIAKE.A.int SIAKE.B.Shared SIAKE.A.Shared

SIAKEp503 7 9 23 43 24

SIAKEp751 21 23 60 108 58

L 8: `z�x64(x64+release)¢yO��m. ü ms. T��Ì�10000g�O�zg

�²þ�.

ëê SIAKE.Reg A SIAKE.Reg B SIAKE.A.int SIAKE.B.Shared SIAKE.A.Shared

SIAKEp964 2566474 2948823 7754798 13261345 7456358

L 9: `z�x64+release¢yO�E,Ý. ü  103 Cycles. T��Ì�10000g�O�

zg�²þ�.

ëê SIAKE.Reg A SIAKE.Reg B SIAKE.A.int SIAKE.B.Shared SIAKE.A.Shared

SIAKEp964 1029 1096 3032 5024 2813

L 10: `z�x64+release¢yO�E,Ý. ü  ms. T��Ì�10000g�O�zg�

²þ�.
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6 `":(²

SIAKE ���`:Ò´�Ä
@y�����Æ¥A�´�r��'ÃôÂUå§

Jø
fc�S�5!?¿5þ!KCIS�5ÚMEXS�5; �±Jøþf�Åýó�

.e�S�5¶äk4$��°Ï&þ¶?¿.�ÓO�Ú�ëê�U?Ú`z

Ñ�±A^�T�{¥. Ó�T�{�²w�":Ò´O�þ�§�éuÓ�?O��

�{5`O�E,Ý��uz��m. 3XeÙ!�ã.

6.1 `:

• Ï&�°4$. 3 128 S�?O�ëêeÏ&þ=� 800 bytes±e§�~·�y

k�Ï&�Æ¶192 S�?OeÏ&þ���3 1.1K±e;

• Ã)��Ø¶

• �Ä
@y�����Æ¥Ä�þ¤k��1ôÂe�S�5§�)fc�S�
5!?¿5þ!KCIS�5ÚMEXS�5;

• Ó�Jø
²;�ÅýóÚþf�Åýó�S�5;

• �{.�S�ëêÚ�Ñ4N´O�§?¿3ÓO�þ�U?Ñ�±A^�
d,~XØ Eâ [CJL17]Ú¯�O��Eâ [FLO17];

• 3ý��Ä:þUC�,N´²ykÄuý����{?1[£.

6.2 ":

• O��Ç$;
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[FLO17] Faz-Hernádnez, A., López, J., Ochoa-Jimenez, E., Rodriguez-Henriquez, F.:

A faster software implementation of the supersingular isogeny diffie-hellman key

exchange protocol. IEEE Transactions on Computers (2017).

[FO99] Fujisaki, E., and Okamoto, T.: Secure Integration of Asymmetric and Sym-

metric Encryption Schemes. In: Wiener M. (eds) CRYPTO 1999, LNCS 1666, pp.

537-554. Springer, Heidelberg (1999)

[FSXY12] Fujioka A., Suzuki K., Xagawa K., Yoneyama K.: Strongly Secure Authen-

ticated Key Exchange from Factoring Codes and Lattices. In: Fischlin M., Buch-

mann J., Manulis M. (eds) PKC 2012, pp. 467-484. Springer, Heidelberg (2012)

[FSXY13] Fujioka A., Suzuki K., Xagawa K., Yoneyama K.: Practical and post-

quantum authenticated key exchange from one-way secure key encapsulation mech-

anism. In AsiaCCS 2013, pp. 83-94.

38



[FTTY18] Fujioka, A., Takashima, K., Terada, S., Yoneyama, K.: Supersingular Isoge-

ny Diffie-Hellman Authenticated Key Exchange. IACR Cryptology ePrint Archive

2018/730.

[Gal99] Steven D. Galbraith. Constructing isogenies between elliptic curves over finite

fields. LMS Journal of Computation and Mathematics, 2:118õ138, 1999.

[Gal18] Galbraith, S. D.: Authenticated key exchange for SIDH. IACR Cryptology

ePrint Archive 2018/266.

[GPST16] Galbraith, S. D., Petit, C., Shani, B., Ti, Y. B.: On the security of super-

singular isogeny cryptosystems. In ASIACRYPT 2016, pp. 63-91.
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